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Course No. CE 3551  1355هال  رقم المقرر   

Course Title Control Systems Lab أنظمة التحكم  معمل  اسم المقرر  

Credit & Hours Dist. 2 (0 - 0 - 2) 2 )0  - 0  - 2 (  الساعات وتوزيعها  

Pre-requisite CE 3541  3541هال  متطلب سابق   

Course Description 

Experiments to support control theory using physical processes, simulation of control systems using software 
tools like Matlab, modeling of physical systems, static performance and transient analysis of control systems, 
position control, proportional control, PID control. 

 وصف المقرر
الفيزيائية، محاكاة نظم التحكم باستخدام أدوات البرمجيات مثل ماتلاب،   تجارب لدعم نظرية التحكم باستخدام العمليات 

   PIDنمذجة النظم الفيزيائية، الأداء الثابت والتحليل العابر لأنظمة التحكم، التحكم الموضعى التحكم النسبي، تحكم ال 

Textbook 

Title Control Systems Lab Manual 

Author(s) Department 

Publisher Department 

ISBN  

Year / Edition 1st edition (work in progress) 

Approvals 

Academic Year   1433-143 

 Head of Department Dean of College College Stamp 

Name   

 
Signature   

Date   

Council Session No.   
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Course No. CE 3601  1360هال  رقم المقرر  

Course Title Digital Systems Design  اسم المقرر  تصميم الأنظمة الرقمية 

Credit & Hours Dist. 5 (3 - 0 - 2) 5 )3  - 0  -2 (  الساعات وتوزيعها  

Pre-requisite CE 2401  2401هال  متطلب سابق  

Course Description 

Hierarchical modular design of digital systems, design modeling with a hardware description 
language, functional and timing simulation of digital systems, implementation in programmable 
logic devices and field-programmable gate arrays, formal verification, fault models and testing. 
 

 وصف المقرر
، المحاكاة الزمنية والوظيفية للأنظمة الرقمية،  عتادياتالنموذج الهرمي لتصميم الأنظمة الرقمية، تصميم نماذج مع لغة توصيف ال

  ختبار. والإبرمجة، التحقق الرسمي، نماذج الخطأ  قابلة للالبوابات الصفوف توظيف العناصر المنطقية المبرمجة و

Textbook 

Title Digital Systems Design Using VHDL 

Author(s) Charles H. Roth, and Lizy Kurian John 

Publisher Cengage Learning 

ISBN 13-978-0-495-24470-7 

Year / Edition 2008 

Approvals 

Academic Year   1433-1434 

 Head of Department Dean of College College Stamp 

Name   

 
Signature   

Date   

Council Session No.   
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Course No. CE 3631  3631هال  رقم المقرر  

Course Title Embedded Systems Design  اسم المقرر  تصميم الأنظمة المضمنة 

Credit & Hours Dist. 5 (3 - 0 - 2) 5 )3  - 0  - 2 (  الساعات وتوزيعها  

Pre-requisite CE 3411  3411هال  متطلب سابق  

Course Description 

Definition, structure, and classification of embedded system. Micro-controllers: architecture and programming.  
Open-source computing hardware.  Development based on open-source computing platforms (Arduino, 
Raspberry PI, Intel Galileo).  Communication interfaces.  IOT applications. 

 

 وصف المقرر
 . المصدر مفتوحة الكمبيوتر أجهزة. والبرمجة  المعمارية الهندسة: الصغيرة التحكم وحداتوتصنيف النظام المضمن.  بناءتعريف و

 ). Arduino، Raspberry PI، Intel Galileo( المصدر مفتوحة  الحوسبة منصات على يعتمد تطوير
  .IOT تطبيقات. التواصل  واجهات

Textbook 

Title Exploring Arduino®: Tools and Techniques for Engineering Wizardry 
 

Author(s) Jeremy Blum 

Publisher John Wiley & Sons, Inc. Copyright © 2013 
 

ISBN 978-1-119-40537-5 

Year / Edition 2013 

Approvals 

Academic Year   1433-1434 

 Head of Department Dean of College College Stamp 

Name   

 
Signature   

Date   

Council Session No.   

 

  



 
 

 
 

 
 

Kingdom of Saudi Arabia 

Ministry of Higher Education  

Prince Sattam bin Abdulaziz University  

College of Computer Eng. & Sciences 

Department of Computer Engineering 

 

SAU-CCES: Department of Computer Engineering Page 21 
 

  

Course No. CE 3721  1372هال  رقم المقرر  

Course Title Computer Networks Lab  اسم المقرر  معمل شبكات الحاسب 

Credit & Hours Dist. 2 (0 - 0 - 2) 2 )0  - 0  - 2 (  الساعات وتوزيعها  

Pre-requisite CE 3711  1371هال  متطلب سابق  

Course Description 

Single Segment IP Networks, Multiple Segment IP Networks, Static and Dynamic Routing, 
Routing Protocols (RIP, OSPF and BGP), LAN switching, Transport Layer Protocols: UDP and 
TCP, NAT, DHCP, DNS, and SNMP. 

 وصف المقرر
،  ديناميكيو ال ثابت،التوجيه ال) المتضمنة مجموعات متعددةIPشبكات ال ( ،)المنفردة المتضمنة مجموعة واحدةIPشبكات ال (

  ،)NAT(بروتوكول  الشبكة المحلية، التوجيه والتبادل ضمن) ، BGP,RIP,OSPFالتوجيه (البروتوكولات الخاصة بعملية 
 ) مثل Applicationوبروتوكولات طبقة التطبيقات (  TCP و  UDP   :)Transportبروتوكولات طبقة النقل (

 )DHCP,DNS, and SNMP (  

Textbook 

Title Computer networks Lab Manual 

Author(s) Department 

Publisher Department 

ISBN  

Year / Edition 1st edition1434 

Approvals 

Academic Year   1433-1434 

 Head of Department Dean of College College Stamp 

Name   

 
Signature   

Date   

Council Session No.   
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Course No. CE 4711  1471هال  رقم المقرر  

Course Title Computer & Networking Security والشبكات  أمن الحاسبات  اسم المقرر  

Credit & Hours Dist. 4 (4 - 0 - 0) 4 )4  - 0  - 0 (  الساعات وتوزيعها  

Pre-requisite CE 3711  1371هال  متطلب سابق  

Course Description 

Computer security aspects, security services, Cryptography: symmetric-key and asymmetric-key cryptography, 
authentication and digital signature, key management and cryptographic protocol, access control and 
authentication, IPSec, Email and Web Security, Firewalls, Efficient hardware implementation of cryptography 
in reconfigurable hardware platform, Efficient hardware implementation of lightweight cryptography 
algorithms for embedded systems, Area and performance estimation of cryptography algorithms implemented 
in FPGA and ASIC technologies.  
 

 وصف المقرر
، التوثيق  المفتاح غير المتماثل ول والتشفير ذالمفتاح المتماث و، التشفير: التشفير ذ، خدمات الأمنجوانب أمن الكمبيوتر

أمن بروتوكول الإنترنت، وأمن البريد الالكتروني والشبكة  والتوقيع الرقمي، إدارة المفتاح وبروتوكول التشفير، 
الكفء للمشفرات على المنصات المادية   ي، التحقيق المادلوصول والمصادقة التحكم فى ا، ، الجداران الناريةالعنكبوتية

تقدير المساحة والأداء  كيفية ،فير خفيفة الوزن للأنظمة المدمجةكفء لخوارزميات التشالقابلة للتشكيل، التحقيق المادى ال 
 لخوارزميات التشفير المحققة على شرائح مصفوفات البوابات المبرمجة حقليا والدوائر المتكاملة محددة التطبيق. 

 

Textbook 

Title 
Cryptography and Network Security +  (Cryptographic Algorithms on 
Reconfigurable Hardware) 

Author(s) William Stalling + (Francisco R. Henriquez, Arturo D. Pérez and Cetin K. Koc) 

Publisher Pearson Education + (Springer) 

ISBN ISBN 0-13141098-9 + (ISBN-10:  9780387338835, ISBAN-13:  978-0387338835) 

Year / Edition 5th edition, 2010 + (2007) 

Approvals 

Academic Year   1433-1434 

 Head of Department Dean of College College Stamp 

Name   

 
Signature   

Date   

Council Session No.   
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Course No. CE 4901  1490هال  رقم المقرر  

Course Title Field Training الميداني  تدريب  اسم المقرر  

Credit & Hours Dist. 3 (0 - 0 - 3) 3 )0  - 0  - 3 (  الساعات وتوزيعها  

Pre-requisite Completion of 100 CHs   متطلب سابق    معتمدة ساعة 002 إكمال 

Course Description 

Practical training in a firm that deals with information technology, 8 hours a day and 5 days a week for 8 
weeks expected, end of training report with details of activities and outcomes. Only firms approved by the 
department are accepted. 

المقرر وصف  
ع، تقرير نهاية ابي أس 8 لمدةوالأسبوع في أيام  5، ساعات يوميا 8تدريب عملي في شركة تتعامل مع تكنولوجيا المعلومات، 

  .الشركات التي يوافق عليها القسمفي احدى فقط  وذلك  نواتج،تضمن تفاصيل النشاطات والي التدريب 

Textbook 

Title  

Author(s)  

Publisher  

ISBN  

Year / Edition  

Approvals 

Academic Year   1433-1434 

 Head of Department Dean of College College Stamp 

Name   

 
Signature   

Date   

Council Session No.   
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Course No. CE 4761 4761 هال  رقم المقرر  

Course Title Mobile & Wireless Network  المقرر اسم  الشبكات اللاسلكية والمتنقلة  

Credit & Hours Dist. 4 (4 - 0 - 0) 4 )4 - 0 - 0 (  الساعات وتوزيعها  

Pre-requisite CE 3711  1371هال  متطلب سابق  

Course Description 

Principles, technologies, protocols and standards of wireless RF communication, emphasis on wireless LAN, 
WAN, PAN. Physical layer standards, medium access control, building and securing WLAN, WANs 
including cellular networks and cellular data networks. Wireless technologies and protocols, Ad-Hoc versus 
structured networks, Bluetooth and Wifi networks,  wireless LAN standards; standard, broadband wireless 
networks, IP Mobile networks, Wimax, GSM, GPRS, UMTS, LTE, Quality of service guarantees-reliability 
and security in mobile computing environment, and mobility management. 

 وصف المقرر
 اييرالشخصية، المحلية والواسعة. مع اللاسلكيةالشبكات  ،)RF(   اللاسلكية الاتصالات ومعايير وبروتوكولات  وتقنيات مبادئ
  وشبكات الخلوية الشبكات ذلك في بما والواسعة المحلية اللاسلكية الشبكة وتأمين وبناء المتوسطة، الدخول ومراقبة المادية، الطبقة

 مع بالمقارنة Ad-Hoc  شبكات  ،WLAN  معايير والبرتوكولات، اللاسلكية التقنيات:  المواضيع وتشمل. الخلوية البيانات
  النطاق  ذات اللاسلكية الشبكات اللاسلكية، الشيكات وتصنيفات معايير فاي،  واي وشبكات بلوتوث وتقنية الهيكلية، الشبكات
(    الثالث الجيل ،شبكات)GPRS(  إس آر بي جي ،)GSM( أم سي جي ،)Wimax(  ماكس واي  ،IP موبايل والشبكات العريض
UMT (الرابع الجيل وشبكات )LTE(، التجول وادارة  المتنقلة، الحوسبة بيئة في والامان الموثوقية  - الخدمة جودة  ضمان .  

Textbook 

Title  

Author(s)  

Publisher  

ISBN  

Year / Edition  

Approvals 

Academic Year   1433-1434 

 Head of Department Dean of College College Stamp 

Name   

 
Signature   

Date   

Council Session No.   
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Information Systems Department 

The College of Computer Engineering and Sciences at Al-Kharj was established, under Royal Decree No. 8626/B dated 

27/09/1428 H, and appended to King Saud University at that time. The study began in the college at the beginning of the academic 

year 1429/1430 H. In the middle of the 1st semester of the academic year 1430/1431 H a Royal Decree was issued to transfer all 

colleges in the provinces south of Riyadh city to independent university under the name of Al-Kharj University, and thus became 

the College of Computer Engineering and Sciences among the colleges of Al-Kharj University, and in 1433 H a Royal Decree 

was issued for amending its name to "Salman bin Abdulaziz University". Since the beginning of 1436H, its name has become 

Prince Sattam bin Abdulaziz University (PSAU). Since its establishment, the college experienced a major development in the 

number of students, alumni, faculties, staff, and reflected this development on all aspects of the college and its facilities in terms 

of the quality of teaching and application of quality standards. 

  



Department Vision 
The Information System department’s vision is to focus on producing individuals, both staff and students, who can contribute 

academically to the global and scientific body of knowledge, as well as serve the local and regional communities. 

Program Mission  
Information Systems Program provides educational excellence for students and society, innovative research, and the ability to 

participate in building and developing the community and knowledge. 

Program Vision 
To be a distinct program at the regional level in the field of information system. 

 

Program Educational Objectives 
PEO1: Contribute significantly as technical contributors and lead in practicing their profession in industry, academics, 

or government institutions both individually and as team members. 

PEO2: Research and discover new knowledge and methods in Information Systems to solve organizational and 

community problems as well as to create new opportunities. 

PEO3: Have capabilities and self-motivations for lifelong learning to enhance their professional career or pursue further 

studies. 



 

Student Outcomes 

The program must enable students to attain, by the time of graduation: 
1. Analyze a complex computing problem and to apply principles of computing and other relevant disciplines to identify 

solutions. 
2. Design, implement, and evaluate a computing-based solution to meet a given set of computing requirements in the 

context of the program’s discipline. 
3. Communicate effectively in a variety of professional contexts. 
4. Recognize professional responsibilities and make informed judgments in computing practice based on legal and ethical 

principles. 
5. Function effectively as a member or leader of a team engaged in activities appropriate to the program’s discipline. 
6. Support the delivery, use, and management of information systems within an information systems environment. 

Degree Awarded:  

The Department awards a Bachelor of Science (B. Sc.) Degree in Information Systems.  
  



Curriculum of the Bachelor of Science (B. Sc.) in Information 
Systems   

The curriculum for the Bachelor of Science (B.Sc.) Degree in Information Systems consists of 140 credit hours distributed over a 

period of 8 levels. The program is focused successive levels of classes in order to better understand the constituent areas of 

knowledge among students in each level. The credits cover core courses in information systems domains environment, elective 

courses in advanced topics, field training and graduation projects.  

Requirements of the Study Plan: 

To pursue a B.Sc. in Information Systems, students are required to complete 195 credit hours distributed as follow:  

No. Category Credit Hours Percentage 

1 Preparatory Year Requirements 31 22% 

2 University Requirements 8 5% 

3 College Requirements 16 11% 

4 IS Department Requirements 79 56% 

5 IS Department Electives 6 4% 

Total 140 100% 

 
 
 

  



Description of the Study Plan: 

1. Preparatory Year Requirements (?? C.H.): 

A student can be registered with the College of Engineering and Computer Science after successfully completing Preparatory 

Year Requirements of 31 credit hours in two levels (level 1 and Level 2) as preparatory year.  

 
Level One: 

 

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 
ENGL 1210 Reading Skills -------- -------- 3 3 3 0 

ENGL 1220 Writing Skills -------- -------- 3 3 3 0 

MATH 1050 Differential Calculus -------- -------- 3 3 2 0 

IC 101 Introduction to Islamic Culture -------- -------- 2 2 0 0 

PHYS 1010 General Physics (I) -------- -------- 4 3 1 1 

Total 15 14 9 1 
 

Level Two: 
 

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 

MATH 1060 Integral Calculus MATH 1050 -------- 3 3 2 0 

ARAB 101 Language Skills -------- -------- 2 2 0 0 

ENGL 1230 Listening/Speaking Skills -------- -------- 3 3 3 0 

CT 1400 Computer Skills -------- -------- 3 2 0 1 

MC 1400 Communication Skills ---------- ---------- 2 2 0 0 



ENGL 1604 English for Technical Purposes ---------- ------------ 3 3 3 0 

Total 16 15 8 1 

 
Level Three: 

 

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 

CE 1111 Logic Design -------- -------- 3 3 0 1 

IC 102 The Islam and Society Building -------- -------- 2 2 0 0 

CS 1112 Discrete Mathematics -------- -------- 4 4 0 0 

CS 1301 Computer Programming (1) -------- -------- 4 3 2 0 

MATH 2202 Linear Algebra for Computer Students --------- --------- 3 3 1 0 

Total 16 15 3 1 
 

Level Four:  
 

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 

ARAB 103 Arabic Editing -------- -------- 2 2 0 0 

STAT 1050 Probability and Statistics for Computer Students -------- -------- 3 3 1 0 

IS 2121 Fundamentals of Information Systems -------- -------- 3 3 0 0 

CS 2301 Computer Programming (2) CS 1301 -------- 4 3 2 0 

IS 2511 Fundamentals of Database Systems ---------- ----------- 3 2 2 0 

CE 3761 Computer Network Systems ---------- ----------- 3 3 0 0 

Total 18 16 5 0 



 
Fifth Level: 

 

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 

IS 2010 Introduction to Business -------- -------- 2 2 0 0 

CS 2321 Algorithms and Data Structures CS 1301 -------- 3 3 0 0 

IS 3311 Quantitative Analysis STAT 1050 -------- 3 2 1 0 

IC 103 The Foundation of the Economics System in 
Islam -------- -------- 2 2 0 0 

IS 3511 Database Management Systems IS 2511  4 2 2 0 

IS 3611 System Analysis and Design IS 2121  4 2 2 0 

Total 18 13 5 0 

 
Sixth Level: 

 

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 

ACCT 103 Principle of Financial Accounting -------- -------- 3 3 0 0 

IS 3641 IS Project Management -------- -------- 4 2 2 0 

CS 3701 Operating Systems CS 2321 -------- 3 3 0 0 

IS 4811 Data Science Basics -------- -------- 4 2 2 0 

IS 4904 Web and Mobile Development ---------- ---------- 4 2 2 0 

Total 18 12 6 0 
  



 

Between Levels sixth and Seventh: Training Field  

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 

IS 4901 Field Training ----------- ------------- 3 0 0 3 

Total 3 0 0 3 

 
Seventh Level:  

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 

IS 3401 Supply Chain Management IS 2010 -------- 3 3 0 0 

IS 4201 Enterprise Resource Planning Systems IS 2121 -------- 3 3 0 0 

IS 4571 Data Mining IS 2511 -------- 4 2 2 0 

IS xxxx Elective Course -------- -------- 3 3 0 0 

ISLM 106 Prophetic Biography --------- ----------- 2 2 0 0 

IS 4911 Graduation Project (I) ---------- ----------- 3 3 0 0 

Total 18 16 2 0 

 
Eighth Level:  

 
Course NO. 

Course Title Pre- requisite Co-requisite C.H. 
Distribution  

Code NO. L T LB 

CS 3801 Fundamentals of Cyber Security -------- -------- 3 3 0 0 

IS 4241 Digital Business -------- -------- 3 3 0 0 

IS 4601 IS Strategy and Management IS 3611 -------- 3 3 0 0 



IS 4905 IS Ethics and Sustainability -------- -------- 3 3 0 0 

IS 4921 Graduation Project (II) IS 4911 -------- 3 0 0 3 

IS xxxx Elective Course ------- -------- 3 3 0 0 

Total 18 15 0 3 

 
 
 
 
 
 

2. IS Department Electives 
In IS 2010 ACM stated that “curriculum is structured so that it separates the core of the curriculum from electives with the intent 
of supporting the concept of career tracks. This can be done by offering a curriculum that does not specify a single career objective 
but will provide numerous career tracks. These career tracks will integrate a combination of the core courses and some set of 
career track electives. Career tracks, obviously, can be associated with one or several domains”. While ABET declared that “The 
curriculum must combine technical and professional requirements with general education requirements and electives”.  A career 
in Information systems is so varied because the technology is fast-moving and continually changing hence the job names and 
descriptions. One promising career path (e-business) where jobs are expected to grow in Saudi Arabia was selected. Students can 
choose 2 courses from any combination of e-business career paths; however, we advise students to take 2 courses from this career 
path. 

The following table describes the IS Department Elective courses: 
 

Course NO. 
Course Title Pre- requisite Co-requisite C.H. 

Distribution  

Code NO. L T LB 

SE 1010 Emerging Digital Technologies -------- -------- 2 2 0 0 

IS 2011 Principle of Marketing -------- -------- 3 3 0 0 

CS 3101 Seminar in Undergraduate Advanced 
Research -------- -------- 2 2 0 0 



IS 3101 Enterprise Architecture IS 2121 -------- 3 3 0 0 

IS 4211 Knowledge Based Systems IS 2121 -------- 3 2 2 0 

IS 4221 Knowledge Management IS 2121 -------- 3 2 2 0 

IS 4251 Decision Support Systems IS 3401 ------- 3 2 2 0 

IS 4501 Introduction to Data Center -------- ---------- 3 3 0 0 

IS 4511 Database Administration IS 3511 ------ 3 2 2 0 

IS 4591 Data Warehouse IS 3511 --------- 3 2 2 0 

IS 4631 IT Audit and Controls ---------- --------- 3 3 0 0 

IS 4701 Business Process Management ---------- --------- 3 3 0 0 

IS 4711 Innovation and Entrepreneurship in IS IS 2121 --------- 3 3 0 0 

IS 4731 IoT Application and Systems --------- --------- 3 2 2 0 

IS 4801 Health Informatics --------- --------- 3 2 2 0 

CS 4881 Computer Forensics and Investigations CS 3801 --------- 3 2 0 1 

CS 4891 Disaster Recovery Planning CS 3801 --------- 3 3 0 0 

IS 4981 Special Topics in Information Systems ------------ --------- 4 2 2 0 

Total 53 43 16 1 
 

 



 

 

 

Courses Description: 

IS 2121 Foundations of Information Systems  
This course aims to introduce the basic concepts of Information systems and Information technology that are necessary to improve 
overall quality of organizations to achieve their goals. Advanced topics will be covered in the course such as IS career path, ethical 
issues, and responsibilities of IS practitioner.  

IS 3101 Enterprise Architecture  
Enterprise architecture principles and purpose; modeling approaches for enterprise architecture definition and communication; 
key enterprise architecture approaches, standards, and frameworks; best practice processes of development of enterprise 
architecture, including key success factors; analysis of alternative models for enterprise architectures components of enterprise 
architecture processes and the implications of inadequate implementation; best practice approaches and models for documenting 
enterprise architectures; appropriate interaction with stakeholders when developing and communicating enterprise architectures; 
team formulation, dynamics & diagnostics.  

IS 3311 Quantitative Analysis 
The main purpose of this course is to introduce the main concepts of quantitative analysis models. The course covered topics 
related to decision making models under uncertainty and risk environment, decision trees, inventory models, linear programming, 
network planning models, transportation models, waiting for lines, and simulation.  

IS 2511 Fundamentals of Database Systems  
This course aims to introduce the basic concepts of databases and database management systems (DBMS). Special attention is 
given to the theoretical part lies behind relational database design, where both conceptual and relational models are explained. 
The course introduces Structured Query Language (SQL) as a programming language for DBMS. Optimizing Queries is also 
explained in the course.  

IS 3611 Systems Analysis and Design  



This course aims to introduce the concepts and theory behind the analysis and design activities of large-scale Business. Different 
methods for system analysis and design will be introduced to students. Students will carry out small projects to utilize the concepts 
of system development life cycle. The students will be able to use specific tools that help in carrying out system analysis and 
design. 

IS 3641 IS Projects Management  
This course discusses the processes, methods, techniques, and tools that organizations use to manage their information systems 
projects. The course covers a systematic methodology for initiating, planning, executing, controlling, and closing projects. This 
course assumes that project management in the modern organization is a complex team-based activity, where various types of 
technologies (including project management software as well as software to support group collaboration) are an inherent part of 
the project management process. This course also acknowledges that project management involves both the use of resources from 
within the firm, as well as contracted from outside the organization. Focus topic will be managing the system life cycle: 
requirements determination, design, implementation; system and database integration issues; network management; project 
tracking, metrics, and system performance evaluation; managing expectations of managers, clients, team members, and others; 
determining skill requirements and staffing; cost-effectiveness analysis; reporting and presentation techniques; management of 
behavioral and technical aspects of the project; change management. Software tools for project tracking and monitoring. Team 
collaboration techniques and tools.  

IS 3511 Database Management Systems  
This course aims to introduce advanced topics in databases and database management systems (DBMS) to the students. It covers 
theoretical as well as practical topics. The theoretical topics will make student aware of many operations occur behind the scenes 
such as: Transactions, Transaction processing, concurrency control, database recovery techniques Also students will be aware 
with advanced data models such as Object and Object-Relational Database models, Database Security and Authorization, Data 
Mining and data warehouse Concepts, distributed databases. The student will be able to design practice oracle PL/SQL statements.  

IS 4201 Enterprise Resources Planning Systems  
We will begin our study of Enterprise Resource Planning (ERP) with a review of business functional areas and processes. We will 
continue with a study of ERP systems, their benefits, costs, and their evolution. Finally, we will study how we can use ERP 
systems to support each of the major business functional areas. Throughout the semester, we will combine lecture material with 
hands-on computer work.  

IS 4902 Field Training  
In this course students will obtain knowledge, skills and attitude of practical nature which can be learned only in the 'real' working 
environment. Students are required join an IT department in any government or private sector as a full time for at least 8 weeks in 
summer. Only Organizations approved by the department are accepted, at the end of training, report with details of activities and 
outcomes will be submitted. The field training will be jointly structured, monitored and assessed program by the faculty and their 
industrial counterparts.  



 

IS 4912Graduation Project 1  
The first graduation project at the first semester of the final year, where student will present a proposal, literature review, and 
theoretical issues. Also, he will determine the methodology, hardware and software tools, benchmarks and criteria for evaluation 
and testing process, and provide a detailed technical report.  

IS 4921 Graduation Project 2  
The second graduation project will be at the last semester, where the student will perform activities, provide a complete design of 
the proposed solution, and present the implementation results. This guide is provided to manage the process and ensure completion 
of the GP with quality and desired goals.  

IS 4601 IS Strategy and Management  
This course considers the role of information in business strategy. It focuses on how some businesses are more successful than 
others in building information systems that lead to organizational and individual efficiencies and which kind of decisions can 
make company more competitive than others. We look at how information impacts industries, markets, and countries, and leads 
to technology development. This course takes appropriately a senior management practical way by exploring the acquisition, 
development and implementation of IS/IT plans and policies to achieve efficient and effective information systems.  

IS 4251 Decision Support Systems  
Decision making process is used by company to counter environment pressure. Top management is concerned with providing 
computerized support system in order to support a decision process which should follow some decision models like as Simon’s 
decision model to better understand and solve business problems and/or opportunities.  
Many kinds of decision problem modeling should be presented, starting by categorization of problem-solving techniques, and 
passing by modeling of management problems as linear programming models, simulation models, and heuristics and forecasting 
models, model-base management systems, and finishing by data warehousing as data driven decision support and group decision 
system as collaborative decision support.  

IS 4511 Database Administration  
The course database administration, in sequence with Database 1(the primary introductory course) and database 2(advance 
database concepts) thrives to introduce database administration concepts to the graduate students. Student learns about Oracle’s 
physical memory structures and storage structures. They learn to handle different administrative task viz. user creation, memory 
management, making backups, performing recovery tasks, ensuring security of databases and performance optimizations etc.  

IS 4571 Data Mining  



In this course, preliminary data mining concepts and techniques are introduced. Topics covered are Data mining algorithms and 
methods including association analysis, classification, cluster analysis, as well as emerging applications and trends in data mining 
(such as Web data mining, biomedical data mining and security). 

IS 4591 Data Warehouse  
This course introduces data warehousing to the students. It covers the fundamentals of developing and using a data warehouse, 
developing requirements, designing models, creating a dimensional model, generating population and maintenance plans for a 
warehouse. Also, the course includes, manipulating the data in the warehouse for update, maintenance, and data extraction. If 
possible, various industry partners will demonstrate some of the other major warehouse products used.  

IS 4211 Knowledge Based Systems  
This course covers essential topics concerning Knowledge-based systems (KBSs). The course introduces fundamental concepts 
associated with KBSs and some of the recognized types of KBSs. The course presents the major phases of the knowledge 
engineering process including knowledge acquisition, knowledge representation and reasoning. The course looks at methodologies 
designed to support the development of KBSs. The course also introduces a topic on challenges for KBSs. Students will be trained 
on development and application of KBSs. 

IS 4221 Knowledge Management  
This course will develop your knowledge and understanding of contemporary theories and practices of knowledge management 
(KM) by examining the relationship between a theoretical understanding of knowledge management and real-life situations and 
by integrating different dimensions of knowledge management arising from human resource management, information systems 
and strategic management. The course will explain the concept of `intellectual capital’ and how it is managed and exploited in 
organizations. The course will demonstrate a critical understanding of knowledge management policies and strategies in 
organizations that enhance effectiveness. You will be able to apply a range of transferable skills including literature search, 
analytical skills, application of theory to real-life situations, teamwork, motivation, and interpersonal skills. 

IS 4501 Introduction to Data Centers  
This course introduces important aspects of a data center. Students learn about principles of data centers design, support, and 
management. The course topics include data centers environmental controls, site analysis and selection, security, and operations 
management. 

IS 4631 IT Audit and Controls  
This course introduces the fundamental concepts of the information technology audit and control function. The main focus of this 
course is on understanding information controls, the types of controls and their impact on the organization, and how to manage 
and audit them. Students will learn the process of creating a control structure with goals and objectives; audit an information 



technology infrastructure against it. The challenge of dealing with best practices, standards, and regulatory requirements governing 
information and controls is addressed. 

IS 4651 Computer Forensics and Investigations  
Computer Forensics and Investigation presents methods to properly conduct a computer forensics investigation beginning with a 
discussion of ethics, while mapping to the defined objectives. This course will provide overview of methods and tools utilized for 
collecting and preserving electronic digital evidence for computer forensic process. Topics include the forensic examination, 
analysis and report writing, and preparing for courtroom testimony about the forensic results. Course includes significant hands-
on-exercises, case studies and culminates with a mock trial exercise in which each student will present testimony as an expert 
witness. 

IS 4640 Disaster Recovery Planning  
The goal of this course is to expose students to the essentials of disaster recovery planning. Coverage includes disaster recovery 
process containing the process of assessing risks that an organization faces, and then developing, documenting, implementing, 
testing, and maintaining procedures that help the organization quickly return to normal operations and minimize losses after a 
disaster. With focusing on information services systems. 

IS 3401 Supply Chain Management  
This course is designed to provide students an overview of the basic functions of a supply chain. Topics covered are supply chain 
performance and drivers, designing distribution networks, demand forecasting, managing inventory levels, transportation, 
sourcing decisions, and information technology in a supply chain.  

IS 4411 Electronic Marketing  
The Internet and other information technologies have created many interesting and innovative ways to provide customer value 
since its inception in 1969. Web sites for marketing communication and customer support; one-to-one communication to many 
different receiving devices; consumer behavior insights based on offline and online data combination; inventory optimization 
through CRM-SCM integration; a single-minded focus on ROI and associated performance metrics are all important strategies. 
The social media provide perfect platforms for connecting with today’s consumer: High readership blogs, social networks (such 
as Facebook and LinkedIn), and online communities (such as YouTube, Twitter, and Second Life), gave consumers the 
opportunity to be heard in large numbers, and smart marketers have learned how to tap into these “citizen journalists” for 
improving products and marketing communication. You will learn all about these strategies and more in this course. The course 
uses a mix of lecture/discussion, interesting individual, and group projects, outside speakers, and exams. Prepare for an exciting 
and dynamic learning experience.  
 



IS 2121 Foundations of Information Systems  
This course aims to introduce the basic concepts of Information systems and Information technology that are necessary to improve 
overall quality of organizations to achieve their goals. Advanced topics will be covered in the course such as IS career path, ethical 
issues, and responsibilities of IS practitioner.  

IS 2511 Fundamentals of Database Systems  
This course provides the students with an introduction to the core concepts in data and information management. It is centered 
around the core skills of identifying organizational information requirements, modeling them using conceptual data modeling 
techniques, converting the conceptual data models into relational data models and verifying its structural characteristics with 
normalization techniques, and implementing and utilizing a relational database using an industrial-strength database management 
system. 

IS 4981 Special Topics in Information Systems  
Hot topics in the field of information systems. The topic can be chosen based on either research or market needs. 
Pre-requisite: Department Approval 

IS 4701 Business process management  
This course focus on analyzing, redesigning, and improving business processes in a way to ensure that they are meeting the needs 
of customers and the enterprise. This course introduces the concepts, methods, and techniques that support the design, 
improvement, management, and analysis of business processes that deliver lean and customer-focused business processes 
After finishing this course student will be able to understand business process from a management and process analyst perspective, 
learn skills, analytical frameworks, and general principles for managing business processes. The course will incorporate a 
laboratory component using BPM software. 

IS 4711 Innovation and entrepreneurship in IS  
This course will introduce you to the fundamentals of innovation and entrepreneurship, providing you a blueprint for the ideas 
and strategies to build a successful venture. The aim of the course is to motivate students to innovate in information systems. 
Topics of the course include entrepreneurial thinking; innovation management; opportunity spotting and evaluation; IT industry 
and market research; business strategy; business models and business plans; financial forecasting and entrepreneurial finance; 
pitching to resource providers and negotiating deals; and launching new ventures in IS. 

IS 4731 IoT Applications and Systems  
Internet of Things (IoT) is currently a novel technology worldwide. Government, academia, and industry are involved in different 
aspects of research, implementation, and business with IoT. IoT cuts across different application domain verticals   ranging   from   
civilian   to   defense   sectors.  These   domains   include   agriculture, space, healthcare, manufacturing, construction, water, and 



mining, which are presently transitioning their legacy infrastructure to support IoT. Today it is possible to envision pervasive 
connectivity, storage, and computation, which, in turn, gives rise to building different IoT solutions.  IoT-based applications such 
as innovative shopping systems, infrastructure management in both urban and rural areas, remote health monitoring and emergency 
notification systems, are gradually relying on IoT based systems.  

IS 4801 Health Informatics  
This course explores the topic of health informatics. In healthcare, enormous volumes of diverse health data have become 
accessible in numerous healthcare establishments (providers, financiers, suppliers, pharmaceuticals). The general aims of the 
course are to provide students with the fundamental knowledge of the concepts of health informatics and how technology can be 
used in the delivery of healthcare. Health informatics is the study of how computational methods can be used to improve solutions 
and outcomes in the healthcare industry. This course covers recent development, analytical approaches, and potential opportunities 
in the healthcare industry.  

IS 4802 Foundations of Data Science  
This course explores the topic of Data Science. Data science is an interdisciplinary filed concerned with how to extract, process, 
clean, analyze, operationalize, and leverage data to generate insights and improve decision making in a domain specific 
environment. This course covers the basics of data science, and details how datasets can be collected, processed, and subsequently 
cleaned. The course covers exploratory data analysis, data visualization techniques, and hypothesis testing. The course also 
explores advanced analytics methods such as clustering & classification and explain the differences between supervised and 
unsupervised methods. 

CS 1112 Discrete Mathematics  
Introduces the foundations of discrete mathematics as they apply to computer science, focusing on providing a solid theoretical 
foundation for further work. Topics include introduction to: Basic logic:  logic and proof techniques. Fundamental discrete 
structures: sets, relations, functions, Sequences and Summations. Growth of functions. Integers and Division, Rings & Fields, 
Applications of Number Theory. Basics of counting:  Counting arguments, the pigeonhole principle, Permutations and 
combinations, Recurrence relations, Graphs and Trees and Discrete Probability. 

CS 1301 Computer Programming I  
Introduction to concepts, principles, and skills of programming including compilers, compiling process, algorithms, and 
introduction to problem-solving. Implementation of algorithms in a programming language.  Fundamentals of programming 
concepts including data type assignment statements, standard input/output, selection, repetition, functions/methods, parameters, 
scope of identifiers, debugging. Data structures and algorithms include arrays (1D and 2D), characters strings, Linear search, 
binary search and simple sorting algorithm. 



CS 2301 Computer Programming II  
Introduces the concepts of object-oriented programming to students with a background in the procedural paradigm. Topics include 
classes and objects, data members and member functions, constructors, garbage collector and finalize, overloading, inheritance, 
polymorphism, and templates and exceptions handling. Data structures such as linked lists, stacks and queues, and graphical user 
interface. 

CS3701 Operating Systems  
This course aims to introduce the fundamentals of operating systems design and implementation. Topics include an overview of 
the modern operating systems, Types of operating systems, operating system structures, process management and thread (concepts 
of, communication, synchronization and deadlock), CPU scheduling, memory management and virtual memory, File systems; I/O 
systems; Security and protection. 

CS 2321 Data Structure and algorithms  
This course concerns non computer science students and introduce to them the basic data structures and algorithm analysis which 
are to be used as tools in designing solutions to problems. Topics include algorithm analysis using both asymptotic notations and 
empirical measurements of performance and applying them to functions involved in complexity analysis, pointers and recursion, 
abstract data type concepts.  Data structures include lists and linked-lists, stacks, queues, priority queues, trees and its traversal, 
binary search trees, heaps, hash tables and graphs and graphs’ algorithms. Also, important sorting and searching algorithms will 
be discussed including bubble sort, insertion sort, selection sort, merge sort, heap sort and radix sort, sequential search and binary 
search. 

CS 3001 Ethical & Professional Practices  
This course introduces students to the social and professional issues that arise in the context of computing. Topics include history 
of computing, social context, impact of computing on society, analytical tools, professional ethics, Governance and regulation, 
risks, security operations, intellectual property, privacy and civil liberties, computer crime, economics of computing, Professional 
responsibility and philosophical frameworks. 

CS 3801 Computer Security  
This course introduces the computer security principles and the basic threats and countermeasures of security problems in 
computing environments. This module include: Model and attacks, security services (confidentiality, integrity, non-repudiation, 
availability, accountability), Cryptography: symmetric-key and Asymmetric-key cryptography, authentication and digital 
signature, key management and cryptographic protocol,  access control and authentication,  building secure system, security in 
operating systems, security in computer networks, risk management and analysis,  security administration, international 
information security standards, intrusion detection, viruses and other forms of malicious code. 



CS 3821 Web Applications Programming  
This is an introductory course for web page design using client-side programming with HTML, CSS and JavaScript. JavaScript 
events are studied and used for HTML form validation. The xml is also introduced as a data representation language. Students 
will learn how client-server programming works in the internet environment and will be able to design web pages with dynamic 
effects.   This course also is for teaching the concepts and programming techniques using a server-side programming language, a 
web server and a database server. Students will learn a new server-side programming language (e.g., JSP, PHP or ASP.NET) and 
a database design tool, and will be able to deal with the database and web server to deploy applications including several web 
pages, a relational database as well as data represented by XML documents. 

CS 4831 Mobile Application Development  
The objective of this course is to learn about mobile computing and mobile application development. Mobile computing will be 
discussed from several perspectives: mobile technology, application development, and user interaction. Topics include quick view 
for the Mobile Technology-Mobile network architecture, Generations of mobile networks (GSM, UMTS, and LTE). Application 
development for mobile devices differs significantly from desktop development and in this course, you will learn hands-on about 
mobile development environments, different mobile platforms and operating systems (iPhone, Android, Symbian/S60, Web OS, 
Windows Mobile, BlackBerry OS, BREW, JavaME/JavaFX, Flash Light), and the specific constraints and requirements of user 
interface design for limited devices and mobile application development.  The course combines a conceptual overview, design 
issues, and practical development issues. 

CS 4851 Computer Networks Management  
This course provides overview of network design and management; Design methodologies; Network management strategies; 
Network configuration management; Network management protocols: SNMP, SMIC, RMON, etc.; Network management tools 
and systems; Network management applications; Desktop and web-based network management; Network troubleshooting. 

CE 4741 Cloud Computing  
Principles of Cloud Computing; Cloud Computing Architecture; Cloud Computing Characteristics; Different Cloud Computing 
Layers; Cloud Computing Service Layers; Virtualization; Cloud Computing Sourcing; Cloud Computing Storage; Utility 
Computing; Opportunities and Challenges; Advantages of Cloud Computing; Problems of Cloud Computing. 

CE 4761 Mobile & Wireless Networks  
Principles, technologies, protocols and standards of wireless RF communication, with emphasis on wireless LAN (WLAN), WAN 
(WWAN) and personal area network (WPAN). The course contents include physical layer standards, medium access control, 
building and securing WLAN, Wide Area Networks including cellular networks and cellular data networks. Topics include 
Wireless technologies and protocols Ad-Hoc versus structured networks, Bluetooth and Wi-Fi networks, wireless LAN standards; 



IEEE 802.11/a,b,g,n standard, broadband wireless networks, IP Mobile networks, WiMAX, GSM, GPRS, UMTS, LTE, Quality 
of service guarantees-reliability and security in mobile computing environment, and mobility management. 

CE 1111 Logic Design  
History and overview, Numbers and conversions, Switching theory, Boolean Algebra, Combinational logic circuits, Function 
Optimization, Modular design of combinational circuits, Memory elements, Sequential logic circuits, Finite State Machines 
(FSMs) models, state diagrams, state tables, state reduction and state assignment. 

ACCT 103 Principles of Financial Accounting  
This course is designed to provide the student with an introduction to financial accounting basics and procedures, and emphases 
is placed on the study of the accounting system and the financial accounting cycles of service organizations and merchandising. 

STAT 1050 Probability and Statistics for Computer Students 3(3,1,0) 
Descriptive statistics, statistical data classification, measures of central tendency, measures of dispersion. Basic probability 
concepts, conditional probability, Bayes law, random variable and probability distribution. Some discrete distributions, some 
continuous distributions and its applications. Sampling distribution of the mean, central limit theorem, estimation of the population 
means and proportion, testing hypotheses about population mean and proportion. Course must focus on applications in the field 
of computer engineering and sciences. 
 

MATH 1050 Differential Calculus  
Real numbers, polynomials, Functions, Limits and Continuity: Algebraic Functions – Exponential Functions – Logarithmic 
Functions – Trigonometric Functions – Limits – Continuity. Derivatives: Techniques of Differentiation – Derivatives of Algebraic 
Functions – Derivatives of Exponential Functions – Derivatives of Logarithmic Functions – Derivatives of Trigonometric 
Functions – Equations of the Tangent and Normal – The Chain Rule – Inverse Trigonometric Functions – Hyperbolic Function 
and Inverse Hyperbolic Functions – Inverse Trigonometric Functions – Derivatives of Inverse Trigonometric Functions – 
Derivatives of Hyperbolic Functions – Inverse Hyperbolic Functions – Derivatives of Inverse Hyperbolic Functions- Calculation 
of the nth  Derivatives – Differentiation of a composite Functions – Differentiation of Implicit Functions . Applications to Calculus: 
Function graph – Rolle’s Theorem- mean value theorem - Differentials Hospital Theorem -maxima and minim- Related Rates -
horizontal and vertical asymptotes. 
 

MATH 1060 Integral Calculus  
Integration:  Indefinite Integrals – Techniques of Integration: Trigonometric Integrals – Integration by Inverse Substitution – 
Completing the Square – Partial Fractions – Integration by Parts – Reduction Formulas – Definite Integrals – Arc length – Surface 



Area- Areas between Curves -Volumes of Revolution– Numerical Integration - Parametric Equations –– Polar Coordinates – Area 
in Polar Coordinates - Indeterminate Forms – Improper Integrals 

MATH 2220 Linear Algebra for Computer Students  
Matrix Definition – Matrix Operations – Symmetric Matrices – Transpose and Inverse of a Matrix – Hermitian Matrices – Markov 
Matrices – Factorization – Positive Definite Matrix – Row Operations – Row Reduced Echelon Form – Linear system of Equations 
– Solving Equation of the form  and . Vector Spaces and Subspaces – Basis and Dimension – Orthogonality – Similar 
Matrices – Singular Value Decomposition – Least Squares Approximations – Determinants – Properties of Determinants – 
Applications of Determinants – Cramer’s Rule – Gauss Elimination Rule – Gauss Jordan Elimination – Eigenvalues and 
Eigenvectors – Diagonalization – Linear Transformation – Matrices with MATLAB. 

IS2011 Principles of Marketing  
It investigates the impact of the emerging technological innovations on the marketing of goods and services. Students will examine 
dissimilar and cohesive technologies and their impact on marketing strategy, consumer behavior, market segmentation, 
positioning, and communication strategies. An emphasis is placed on the utilization of traditional marketing concepts within the 
emerging smart environment.  Students will be trained on relevant marketing applications 

IS 2010 Introduction to Business  
This course provides an overall picture of the business world; it discusses business functions such as production, marketing, 
finance, human resources, research and development, accounting, etc. methods of business operation, types of business ownership, 
management factions, and the role of business organizations in contemporary society. In addition, the roles of various institutions 
that operates in the business environment such as government agencies. Financial institutions and legislative bodies are studied. 

IS4241 Digital Business  
Applying and integrating knowledge of business management and digital technology to solve business problems and discover new 
knowledge for the digital business industry.  Many organizations are becoming increasingly ‘digital’, in order to derive value from 
innovations, by enhancing performance and delivering new services. 
 This course provides insight into the emergence of digital business, key concepts, technologies, and strategic organization.  
During this course, students will learn strategies for Digital Business and Marketing, Digital Technology, E-commerce, Strategic 
Management, and Digital and Information Economy.  After finishing this course, students will be able to develop a strategic plan 
for a ‘traditional’ business adopting the new trends, digital technologies, and strategies. 

IS4811 Fundamentals of Data Science  
Data science is an interdisciplinary filed concerned with how to extract, process, clean, analyze, operationalize, and leverage data 
to generate insights and improve decision making in a domain specific environment. This course covers the basics of data science, 



and details how datasets can be collected, processed and subsequently cleaned. The course covers exploratory data analysis, data 
visualization techniques, and hypothesis testing. The course also explores advanced analytics methods such as clustering & 
classification and explain the differences between supervised and unsupervised methods. 

IS4905 IS Ethics & Sustainability  
This course provides a comprehensive knowledge of ethics concept, ethical issues, and decision-making related to a Sustainable 
Information Systems. A Sustainable Information System contributes to healthy economic, environmental, and social development; 
hence, it is being viewed an important matter to learn by the future ICT professionals. The emphasis in this course is to study 
theories and practices and explore how to manage and maintain high ethical standards practiced by the IS professionals around 
the current and emerging technologies. This course will highlight how to deal with the ethical dilemmas that may arise in complex 
and critical situations, within various scenarios at micro and macro levels in an Information System. 

IS4903 Artificial intelligence for business & community  
This course, you’ll learn the essentials of big data, Artificial intelligence, and Machine Learning, and how to send these advances 
to back your organization’s methodology. This course assists you to understand the artificial intelligence; it also helps you to 
utilizing real-life cases. You’ll learn around the diverse methods and strategies of Machine Learning, and how businesses have 
connected Machine Learning effectively. You’ll moreover cover the ethics and dangers of AI in commerce administration, and 
how to plan administration systems for legitimate usage.  

IS4904 Web and mobile applications development  
This course introduces students to programming technologies, design and development related to mobile applications. It focuses 
on concepts and best practices for developing and managing "mobile-first" technology projects. It covers processes and 
requirements for developing mobile web applications and principles for effective interface and user experience design. Topics 
include accessing device capabilities, industry standards, operating systems, and programming for mobile applications. Students 
should be able to create basic applications for mobile devices. Students also examine different issues and concerns that may 
influence the widespread adoption and implementation of mobile web applications. Students develop a prototype of a mobile web 
app and prepare a proposal and other documentation for communicating contractual and functional specifications to clients 
  



 
 

The IS department faculty research citation report 2022: 

The faculties of information system department have published scientific research papers in different prestigious journals under 
the ISI database. The table below shows the faculties’ citation report: 

   
Faculty Names Publications - 2022 Citations 

Abdulkareem Alsudais 4 24 
Abdulaziz Aldaej 11 64 
Abubaker Elsidig Mohammed Yahia 1 50 
Muneer Nusir 2 26 
Ali Louati 10 99 
Abdulrahman Alabduljabar  0 0 
Mohammed Yousuf Uddin 7 19 
Mohammed Dousoki  1 3 
Elham Kariri 9 18 
Sana Fakhfakh 0 3 
Fatma Masmoudi 7 10 
I. A. Saeed 1 21 



Degree requirements: 

The Chair of the Information Systems Department and the Deanship of Admissions and Registration are jointly responsible to 
ensure that all graduating students have met all the Information Systems program graduation requirements. Fortunately, the 
registration system is more effective in preventing a student from registering for a course without passing its prerequisite courses, 
and well-presenting student records that can be tracked easily to make sure that graduating students follow their prescribed study 
plans and fulfilling all the graduation requirements. 
 
The IS program curriculum consists of 140 credit hours. According to the University regulations, the student cumulative average 
should be 2.0 out of 5.0 or better at the time of graduation, and he has passed all the program requirements. The IS program credit 
hours’ requirements are distributed as: 
 
Upon successful completion of the IS program graduation requirements, and after being approved by the PSAU council, the 
student will be awarded the Bachelor of Science in Information Systems. 
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Contact information: 

Chairman of IS Department Phone No: +966115888351 

Chairman of IS Department e-mail: a.alabduljabbar@psau.edu.sa 

 Systems-Information-of-https://cces.psau.edu.sa/en/department/DepartmentDepartment website:  

Address: 

Prince Sattam Bin Abdulaziz University 
College of Computer Engineering and Sciences 
Department of Information Systems 
Al-Kharj 11942 
Kingdom of Saudi Arabia 
  

https://cces.psau.edu.sa/en/department/Department-of-Information-Systems
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السعودية  العربية المملكة  
العالي  التعليم وزارة  
عبدالعزيز بن سطام الأمير جامعة  

الحاسب   وعلوم هندسة كلية  
هندسة البرمجيات قسم   

SYLLABUS 

 

SE 4111 –SOFTWARE CONSTRUCTION 

(REQUIRED COURSE) 

 

Course Catalog Description 

Software Construction course teaches students the fundamental principles and techniques of 

software development. The goal of the course is to teach students how to write software that is 

safe, understandable, and easy to change. Topics covered in the course include specifications, 

testing, abstract data types, design patterns, concurrent programming, and functional 

programming.  

Course Requirements 

• Pre-requisite: SE 3201 

• Credit Hours: 4 CHs 

• Contact Hours: (4 hours lecture, 0 hours tutorial, 0 hours Lab) 

References 

Textbook: 

- Code Complete: A Practical Handbook of Software Construction, Second Edition by Steve 

McConnell, Microsoft Press, 2016 

- Freeman, Eric, and Elisabeth Robson. Head First Design Patterns. O'Reilly Media, 2020. 

Others 

- http://web.mit.edu/6.005/www/fa16/ 

 

Instructor/Course Coordinator 

 

Dr. Mawal Mohammed,  Email: maw.mohammed@psau.edu.sa   Office: 106 

 

Grading Policy 

 

Assessment Week Weight 

First Midterm Exam #7 25% 

Quizzes During the semester 15% 

Project #12 20% 

Final Exam End of the semester 40% 

 

http://web.mit.edu/6.005/www/fa16/
mailto:maw.mohammed@psau.edu.sa


 

 

Course Learning Outcomes (CLOs) 

 

No. CLOs 
Assessment 

Methods 
SOs 

CLO#1 

Apply fundamental principles and techniques of 

software development to write software that is safe 

from bugs, easy to understand, and ready for change. 

Exam + Project 

1 

CLO#2 
Develop abstract data types, specifications, 

abstraction functions, and invariants.  

Exam + Project 
3 

CLO#3 
Apply design patterns to solve recurrent design 

problems. 

Exam + Project 
2 

CLO#4 
Recognize ethical and professional responsibilities 

concerning software construction decisions.  

Exam + Project 
4 

 

Topics 

 

Topic Week 

Static Checking 

Testing 

#1 

Code Review 

Version Control 

#2 

Specifications 

Designing Specifications 

#3 

Avoiding Debugging 

Debugging 

#4 

Mutability & Immutability 

Interfaces 

#5 

Abstract Data Types 

Abstraction Functions & Rep Invariants 

#6 

Recursion 

Equality 

#7 

Regular Expressions & Grammars 

Parser Generators 

#8 

Concurrency 

Thread Safety 

#9 

Sockets & Networking 

Queues & Message-Passing 

#10 

Locks & Synchronization 

Graphical User Interfaces 

#11 

Preparation and Approval 
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السعودية  العربية المملكة  
العالي  التعليم وزارة  
عبدالعزيز بن سطام الأمير جامعة  

الحاسب   وعلوم هندسة كلية  
ت هندسة البرمجياقسم   

SYLLABUS 

 

SE 4231 – Software Project Management 

(REQUIRED COURSE) 

 

Course Catalog Description 

This course describes they key aspects of Software Project. It focuses on project management 

methodology to initiate and manage projects efficiently and effectively through key project 

management skills and strategies. It introduces the strategies required for managing projects from 

their genesis to completion. The course brings about Software Project Planning, Cost Estimation, 

scheduling and management tools. This course covers main concepts, tools, and techniques related 

to project management (time, cost, scope, risk, human resources, communications) focusing on 

software projects.  

 

Course Requirements 

• Pre-requisite:SE-4111 

• Credit Hours: 4 CHs. 

• Contact Hours: (4 hours lecture) 

 

References 

 

• Textbook 1: 

 

Title: Information Technology Project Management 

 Author(s): Kathy Schwalbe 

Publisher: Cengage Learning 

Edition / Year:2019, 9th edition ISBN-13: 978-1-337-10135-6 

 

Instructor/Course Coordinator 

 

Dr. Safaa Eltayeb,      Email: s.eltaher@psau.edu.sa , Office    8850 

 

Grading Policy 

 

Assessment  Week Weight 

First Midterm Exam  #7 20% 

Second Midterm Exam #12 20% 

Assignments/Project #13 15% 



 

Quizzes / Homework  During the semester  5% 

Final Exam 

This will be a 2-hours examination and 

the dateand time will be announced by the 

college 

40% 

 

Course Learning Outcomes (CLOs) 

 

No. CLOs Assessment Methods SOs 

CLO#1 

Develop skills in project planning, including 

creating project schedules, defining project 

scope, and identifying project risks. 

Midterm Exams, Final Exams, 

HomeWorks, 

Quizzes&Projects 

1 

CLO#2 

Recognize the importance of team dynamics 

and how to manage teams by delegating tasks, 

setting expectations, and monitoring progress. 

Midterm Exams, Final Exams, 

HomeWorks, 

Quizzes&Projects 

1 

CLO#3 

Communicate project plans, progress, and 

results orally and in a written format. 

Midterm Exams, Final Exams, 

Assignments 

Projects 

3 

CLO#4 
Recognize and describe the ethical 

implications of project management decisions. 

Midterm Exams, Final Exams, 

AssignmentsQuizzes&Projects 
4 

 

Topics 

 

Topic Week 

1. Introduction to software project Management 

- Lecture 1 : Introduction 

- Lecture 2: Software Development Life Cycle and PM Process 

Groups 

2 

2. Project evaluation and selection  

- Lecture 1 : Strategic Planning and ProjectSelection 

- Lecture 2: Project Integration Management 

2 

3. Project Scope Management 1 

4. Project Time Management 1 

5. Project Cost Management 1 

6. Project Risk Management 2 

7. Project Human Resource Management 1 

8. Project Communication Management 1 
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Course No. CS 4654 الرقـم والرمز  4654 عال 

Course Name Dig i ta l  Image Process ing الرقمية معالجة الصور   اسـم المقرر  

C.H  Dist. 3 (2 + 0 + 2) 3 )2  +0  +2(  السـاعات 

Pre-requisite  CS 3401  المتطلب السابق   3401عال 

Co-requisite -------------- -------------- المتطلب المرافق 
This course covers the fundamentals of computer graphics and the techniques for digital image 
processing and analysis. Course topics include Computer graphics and Visualization (GV) , image 
sensing and acquisition, some basic gray level transformations for image enhancement, image contrast 
enhancement using histogram processing, image smoothing using spatial filters, image sharpening using 
spatial filters, point, line and edge detection, basic global and adaptive thresholding for image 
segmentation, optimal global and adaptive thresholding for image segmentation, region-based image 
segmentation and edge-based segmentation, image restoration in the presence of noise-spatial filtering, 
image enhancement 
 

معالجة الصور، التطبيقات  الرسم الحاسوبي،  تقنيات معالجة وتحليل الصور الرقمية. يشمل المحتوى  مفاهيم واساسيات الرسم الحاسوبي و يقدم هذا المقرر  
تحسين جوده الصور، استخدام الرسم الإحصائي في توضيح الصور، استخدام    الصور، طرقالمتعددة لمعالجة وتحليل الصور، مصادر الحصول على  

حواف الصور، طرق فصل مكوʭت الصورة عن الخلفية، استخدام الرسم الإحصائي والحواف في   إظهارالمرشحات لتحسين وضوح الصور وكذلك 
فصل مكوʭت الصورة بعضها عن بعض، فصل مناطق مكوʭت الصورة بطريقة نمو المنطقة، تمثيل الأشياء المستهدفة ʪلصورة، استخلاص السمات  
 المميزة للأشكال، مبادئ طرق تمييز الأشكال. 
Recommended Textbook and References: 

 Textbook: 
  Title: “Digital image processing” 
 Author: Rafael C Gonzalez and Richard E Woods 
 Publisher: New York, NY: Pearson 
 Year/Edition: 2018 / 4th Edition ISBN-13 978-0133356724 

College Council Approval, Session number (9) 

Academic year 1444    Date:    17 / 06 / 1444 H 

Department Council Approval, Session number (2) 

Academic year 1444             Date:  01 / 03 /1444 H 

Dean of the College Head of the Department 

Signature: ……………………………… 

Name: Dr. Abed Alanazi 

Signature: ……………………………… 

 
 
 
 

Name: Dr.Meshal Ghalib Alharbi
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Course No. CS 3801  الرقـم والرمز  3801عال 

Course Name Fundamenta ls  o f  Cyber  Security  اسـم المقرر السيبراني اساسيات الامن  

C.H  Dist. 3 (3 + 0 + 0) 3 )3  +0  +0(  السـاعات 

Pre-requisite  IS 2511  لʭ2511  المتطلب السابق 

Co-requisite -------------- -------------- المتطلب المرافق 
This course covers the major aspects of computer and network security. This module include : Model and 
attacks, security services (confidentiality, integrity, non-repudiation, availability, accountability), 
Cryptography: symmetric-key and Asymmetric-key cryptography, authentication and digital signature, 
key management and cryptographic protocol,  physical security, access control and authentication,  
building secure system, security in operating systems, security in computer networks, risk management 
and analysis,  computer security policy,  security administration, virus protection, International information 
security standards and Intrusion detection and incident response,  Electronic mail security (PGP, MIME). 
Firewalls and web security. While the module does provide all the necessary mathematical background in 
cryptography, it concentrates more on the systems security aspects. Therefore, the primary focus will be 
on the design of computing systems from the security perspective.  

تطلبات أمن الحاسبات  م مواضيع: انواع الهجوم، الخدمات و الحاسبات والشبكات. يشمل المحتوى على    لأمن يغطي هذا المقرر الجوانب الرئيسية  
قيع الرقمية،  (السرية، تكامل وسلامة البياʭت، عدم الانكار، الوفرة، التحقق، الاصالة)، التشفير: التشفير المتماثل والغير متماثل، التحقق والتوا

،  الحاسب التحكم في الوصول، بناء نظم الامن والحماية، الامن في نظم التشغيل، الامن في شبكات  الامن الفيزʮئي،  برتوكول إدارة مفاتيح التشفير،  
للحاسبات،   الامنية  السياسة  وتحليلها،  الامنية  المخاطر  الفيروسات،    إدارة  الحماية،  نظم  الدولية  إدارة  التسلل  و المعلومات    لأمنالمعايير  كشف 

كما    .شبكة الإنترنتعبر    التجاريϦمين التراسل والتعامل    ،الناري الجدار    )،  PGP, MIME (    الإلكترونيϦمين البريد    ،  والاستجابة للحوادث 
 الرʮضية لعلم التشفير ويركز على الجوانب الامنية للنظم.    يقدم الاسسأن هذا المقرر 

Recommended Textbook and References: 
● Textbook: 

            Title: “Computer Security Principles and Practice”  
      Author: William Stallings and Lawrie Brown 
      Publisher: Pearson Education 

Year/Edition: 2014 ISBN-13: 978-0133773927 
College Council Approval, Session number (9) 

Academic year 1444    Date:    17 / 06 / 1444 H 

Department Council Approval, Session number (2) 

Academic year 1444             Date:  01 / 03 /1444 H 

Dean of the College Head of the Department 

 Adel Binbusayyis 

Signature: ……………………………… 

Name: Dr. Abed Alanazi 

Signature: ……………………………… 

 

Dr.Meshal Ghalib Mesar Alharbi
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Course No. CS 4321  الرقـم والرمز  4321عال 

Course Name Programming Languages  & 
Compilers اسـم المقرر   لغات البرمجة والمترجمات 

C.H  Dist. 4 (3 + 1 + 0)  4 )3  +1  +0 (  السـاعات 

Pre-requisite   ----------  ----------  المتطلب السابق 

Co-requisite  ----------  ---------- المتطلب المرافق 
This course gives an introduction to programming languages features and design issues and the methods 
used in compilers to translate high-level programming languages into machine code.  This module include   
Programming language features and design issues; Data, operands and operators, expressions, statements, 
and subprograms, lexical analysis, syntax analysis, syntax-directed translation, type checking, run-time 
environments, intermediate code generation, and code generation. The students are expected to write a 
complete compiler for a very simple high level programming language. 
 

ء المترجمات. يغطي المقرر  النظرʮت الهامة وأسس وتقنيات بنامقدمة الى مبادئ لغات البرمجة والمسائل المتعلقة ʪلتصميم اضافة الى   رالمقر هذا  يقدم  
التحليل  ، القواعد،  ت الروتينياالحسابية،    والعمليات التالية: خصائص لغات البرمجة والمسائل المتعلقة ʪلتصميم، أنواع البياʭت، المعاملات    واضيع الم

التشغيل وتوليد الترميز   التحليل المعنوي وتوليد الشفرة الوسطية. نظام زمن  النحوي، الإعراب وأساليبه،  التحليل  الرمز  الصرفي،  ومقدمة في إيجاد 
 الأمثل. يتوقع أن يقوم الطلاب بكتابة مترجم كامل لإحدى لغات البرمجة البسيطة. 

Recommended Textbook and References: 
 Textbook: 

1. Title: "Concepts of Programming Languages"    
Author: Robert W. Sebesta 
Publisher: Addison-Wesley, (ISBN-10: 013394302X, ISBN-13: 978-0133943023) 
Year/Edition: 2016/11th E 

2. Title: "Compilers: Principles, Techniques and Tools"    
Author: Aho A., R.Sethi, J.Ullman 
Publisher: Addison-Wesley, (ISBN-10: 0321486811, ISBN-13: 978-0321486813) 
Year/Edition: 2007/2nd E 

College Council Approval, Session number (9) 

Academic year 1444    Date:    17 / 06 / 1444 H 

Department Council Approval, Session number (2) 

Academic year 1444             Date:  01 / 03 /1444 H 

Dean of the College Head of the Department 

Signature: ……………………………… 

Name: Dr. Abed Alanazi 

Signature: ……………………………… 
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