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1- Introduction
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We welcome you, faculty members, and give you a brief introduction
in this guide to the Master of Engineering in Cybersecurity program.
This program was prepared in the College of Computer Engineering
and Sciences as one of the distinguished postgraduate programs at
Prince Sattam bin Abdulaziz University, as the admission of male and
female students began in the academic year 1440-1441 H (2019-2020).

The following points summarize the importance of the program, the

community's need for it, and its general objectives.
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2-Program Mission and Goals

Program Mission
To provide a suitable environment for producing highly qualified Cybersecurity
engineers, capable of solving security issues and assuming leadership to make

significant contribution in knowledge society.

ol Blual
orils 35 ol o &e p SR u e hpeed) Y1 U2 8 lamieg Laasuis a8 I w95 @

(lomgl guhall Jolt Blog (JB1 § Slygladl Sl an Jolad) G plndt o (g 58 i @
3! A N e el dW adesedly

Il Lol Sleall agdll ¥ i G APLell lpeedt oY1 U2 B9l Splgll A1 a5
Mgk day Sl aldsuin) JH- e Q3 !

edl ) Ji G okl Coudly Ll sl Alolgh Il (G @

Program Goals

PG1:. Provide graduates with an in-depth specialization knowledge in
cybersecurity, selected from areas such as hardware security, network
security and systems security.

PG2: Enhance the ability of graduates to succeed in dealing with the latest
developments in the field, formulate solutions to address attacks, and plan for
a secure world through cybersecurity.

PG3: Provide graduates with the necessary skills in Cybersecurity to contribute to
enhancing the national security of the Kingdom of Saudi Arabia associated
with cybersecurity through the adaptation of developed technologies.

PG4: Qualify graduates to pursue more postgraduate studies and scientific research

in the field of cybersecurity.
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3-Program Learning Outcomes and Graduate Attributes

Program Learning Outcomes (PLOs)

The PLOs are classified to three categories: Knowledge (K1, K2), Skills (S1, S2) and

Values attributes (V1, V2, V3). These PLOs are as follows:

K1: Describe complex computing problems related to cybersecurity.

K2: Recognize the principles of computing applications and optimum security
solutions.

S1: Implement and evaluate a computing-based solution to meet a given set of
computing requirements in the context of cybersecurity.

S2: Apply security principles and practices to maintain operations in the presence
of risks and threats.

V1. Communicate effectively in a variety of professional contexts.

V2: Respect professional responsibilities and make informed judgments in
computing practice based on legal and ethical principles.

V3: Function effectively as a member or leader of a team engaged in activities

appropriate to cybersecurity.

Graduate Attributes

Graduates who successfully completed the program are expected to have the
following attributes:

CSE1-Have in-depth knowledge, understanding and skills associated with
Cybersecurity.

CSE2-Have the ability for lifelong personal development and learning to be
successful in society.

CSE3-Have the ability to evaluate and draw conclusions from information, to find

sustainable solutions to complex security problems and make decisions.

CSE4-Have the ability to lead and support others by inspiring them with a clear
vision and motivating them to achieve security goals.

CSE5-Have the ability to work under pressure, where the organization’s security

can be at stake if they do not work carefully and thoroughly.
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4- Program admission requirements
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5- Students Registration
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Students Registration

The Deanship of Postgraduate Studies accepts students and registers them in coordination
with the Deanship of Admissions and Registration. The following points highlight the main
steps of the process:

e Students submit applications for admission to the Deanship of Postgraduate Studies
(for students) and to the Vice Deanship of Graduate Studies in female section (for
temale students).

e The Deanship of Postgraduate Studies making sure that the files complete all the
required documents and that they comply with the Unified Regulation for
Postgraduate Studies in Universities, and its special executive rules at PSAU.

e The Deanship of Postgraduate Studies is responsible for implementing the admission
requirements, while the Department is responsible for ensuring that the applicant
tulfils all the conditions for the written and oral examinations, if any.

e The Deanship of Postgraduate Studies announces the results of the final admission

after it has been approved by the Deanship of Postgraduate Studies Council.
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6- Study system for the program
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7— Exam system for the program
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8— Grades and GPA calculation
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9- Study plan of the program
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10— Program course descriptions

Course Code Course Title Credits | Prerequisite

CE600 Advanced Cyber Security 3

e Objectives:

Upon completion of the course, a student will be able to:

1. Evaluate and assess cyber security needs of an organization.

2. Measure the performance of security systems.

3. Formulate, update and communicate cyber security strategies and policies.
e Content:

This course reviews the comprehensive coverage of various aspects of cyber security
concepts, Introduction to Information Systems, Information Security, Application
Security, Security Threats, Development of secure Information System, Security
Issues In Hardware, Security Policies, and Information Security Standards.

e Assessment Methods

Course Description

1. Assignments, Reviews of Research Papers, Reports, ...

2. Midterm Exam
3. Final Exam.

Course Code Course Title Credits | Prerequisite

CS651 Operating Systems Security 3

e Objectives:

Upon completion of the course, a student will be able to:

1. Demonstrate understanding of mechanisms and policies in investigating and
defending against operating system attacks.

2. Implement basic operating system security techniques.

3. Evaluate tools and technologies for use in protecting the operating systems.

e Content:

This course covers both fundamentals and advanced topics in operating system (OS)
security. It includes OS level mechanisms and policies in investigating and
defending against real-world attacks on computer systems, such as self-propagating
worms, stealthy rootkits and large-scale botnets. It discusses basic OS security
techniques such as authentication, system call monitoring, and memory protection.
It introduces recent advanced techniques such as system-level randomization,
hardware/software virtualization, and other hardware features.

e Assessment Methods

Course Description

1. Quizzes.

2. Homeworks.
3. Midterm and Final Exams.
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Course Code Course Title Credits | Prerequisite

CE602 Wireless and Mobile Security 3

e Objectives:

Upon completion of the course, a student will be able to:

1. Acquire solid knowledge on security principles incorporated in the design of
mobile network generations.

2. Explain security models for various mobile device platforms.

3. [Illustrate security standards for mobile services and wireless systems.

E |e Content:
fé This course provides a conceptual overview of the security principles incorporated in
§ the design of several generations of mobile networks, from 2G to 5G. It explores
5 platform security models of the popular mobile device platforms such as iphone
Q operating system (IOS), Android and the Windows Phone. It covers the security
5 | of mobile services, such as voice over IP (VoIP), text messaging, Wireless
8 Application Protocol (WAP) and mobile Hyper Text Markup Language (HTML).
It also introduces security standards in current wireless systems: WiFi security (Wired
Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA), WPA-Enterprise).
e Assessment Methods
1. Quizzes.
2. Homeworks.
3. Midterm and Final Exams.
Course Code Course Title Credits | Prerequisite
CE603 Advanced Computer and Networks Security 3
e Objectives:
Upon completion of the course, a student will be able to:
1. Recognize number theory, steganography, symmetric and asymmetric encryption
algorithms.
o | 2. Apply hash functions, message authentication codes, digital signatures, key
.g management and user authentication.
% 3. Appraise techniques and algorithms for Internetworking security.
§ e Content:
A |In this course, students are introduced to the network security requirements,
é’ number theory, steganography, encryption design principles and algorithms, message
3 | authentication and digital signature principles and designs, and network system
O | security design.
e Assessment Methods
1. Quizzes.
2. Homeworks.
3. Midterm and Final Exams.
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Course Code Course Title Credits | Prerequisite

CS617 Research Ethics and Methods 3

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Analyze and critically evaluate published articles relevant to their research work.

2. Demonstrate the ability to choose methods appropriate to research aims and
objectives.

3. Critique quantitative and/or qualitative research methodologies relevant to their
research work.

4. Recognize and identify the ethical principles of research work.

e Content:

This course provides graduate students knowledge and research skills through critical
exploration of research language, ethics, and approaches. The course introduces
the language of research, ethical principles and challenges, and the elements of the
research process. Graduate students will use these theoretical underpinnings to begin
to critically review literature relevant to their field or and determine how research
findings are useful in forming their understanding of their work. The student must
present a seminar in one of the currents researches or projects in the area.

e Assessment Methods

1. Assignments, Reviews of Research Papers, Reports, ...
2. Midterm Exam. 3. Final Exam.

Course Code Course Title Credits | Prerequisite

CS655 Computer Forensics 3 CE600

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Create a method for gathering, assessing and applying new and existing legislation
and industry trends specific to the practice of digital forensics.

2. Adhere to the ethical standards of the profession and apply those standards to all
aspects of the study and practice of digital forensics.

3. Evaluate the effectiveness of available digital forensics tools and use them in a way
that optimizes the efficiency and quality of digital forensics investigations.

e Content:

Computer forensics is concerned with the post-analysis of computer systems that have
already been compromised. Forensic tools and techniques combine information
accumulated from various systems to reconstruct the behaviors and actions of cyber
criminals. Computer forensics focuses on the reconstruction of events that have led to
system corruption, with the goals of recovering critical data, aiding authorities in
tracking those who may have caused the security breach, and learning techniques used
by hackers to improve the protection of systems and prevent similar breaches in
the future.

e Assessment Methods

1. Assignments, Reviews of Research Papers, Reports, ...

2. Midterm Exam. 3. Final Exam.
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Course Code Course Title Credits | Prerequisite

CE606 Cloud Computing Security 3 CE603
e Objectives:
Upon completion of the course, a student will be able to:
1. Recognize the security concepts pertaining to cloud computing.
2. Acquire solid knowledge on the design principles of secure cloud computing.
3. Summarize the privacy aspects that should be considered in the cloud.
= | ¢ Content:
o
'*"5“ This course reviews the current state of data security and storage in the cloud,
‘E | including confidentiality, integrity, and availability. The topics should include:
% | the identity and access management (IAM) practice for authentication, authorization,
% and auditing of the users accessing cloud services; security management frameworks
# | and standards that are relevant to the cloud; privacy aspects that should be
3 | considered in the cloud; importance of audit and compliance functions within the
O | cloud.
e Assessment Methods
1. Quizzes
2. Assignments
3. Reports
4. Midterm and Final Exam
Course Code Course Title Credits | Prerequisite
CE607 IoT security 3 CE603
e Objectives:
Upon completion of the course, a student will be able to:
1. Recognize the security architecture of IoT and its security countermeasures.
2. Compare between the threats in IoT and traditional ad hoc networks.
3. Tllustrate the security challenges and solutions in IoT.
8 e Content:
,§-¢ This course deals with ensuring the safety of devices and networks interconnected
§ under the fabric of the Internet of Things (IoT). It covers device/physical security,
5 network security, data security, operating system security, and server security. It
o | introduces recent advanced topics such as IoT authentication,  single-server
5 | authentication, multi-server authentication schemes, attacks and remedies, and
8 analytical matrices and tools.
e Assessment Methods
1.  Quizzes
2. Assignments
3. Reports
4. Midterm and Final Exam
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Course Code Course Title Credits | Prerequisite

CE608 Hardware Security 3 CE600

e Objectives:

Upon completion of the course, a student will be able to:

1. Recognize the vulnerabilities in the current digital systems design flow.

2. Differentiate the different types of physical attacks on digital systems.

3. Illustrate the security challenges and solutions in the electronic hardware.

e Content:
=] . . . . .
& This course gives students a comprehensive understanding of hardware security
.8 | starting from fundamentals to practical applications. Students should understand
§ the vulnerabilities in the current digital systems design flow and the physical attacks
5 to these systems. The topics should include: fundamentals of physical attacks,
@ | countermeasures against physical attacks, Side channel attacks (cache attacks,
5 | power analysis attacks, timing attacks, scan chain attacks) and
6 countermeasures, Hardware Trojan and trusted integrated circuit (IC) design,

Trust platform module (TPM), physical unclonable function (PUF).

e Assessment Methods

1. Quizzes

2. Assignments

3. Reports

4. Midterm and Final Exam

Course Code Course Title Credits | Prerequisite
CE609 Selected Topics in Cyber Security 1 3 Coordinator
approval

e Objectives:

Upon completion of the course, a student will be able to:

1. Learn about the state of the art topics that arise in the cyber security field.

2. Classify and describe vulnerabilities and protection mechanisms of popular
o network protocols, web protocols, software and hardware systems.
.g 3. Analyze / reason about basic protection mechanisms for modern OSs, software and
£ hardware systems.
§ e Content:
A | In this course, a topic or a set of topics that will be determined and approved by the
qé department to reflect the most recent issues in the field of cyber security that might
3 | appear after approval of the study plan.
O | o Assessment Methods

1. Quizzes

4. Assignments

5. Reports

4. Midterm and Final Exam
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Course Code Course Title Credits | Prerequisite

CE610 Selected Topics in Cyber Security 2 3 Coordinator
approval
e Objectives:
Upon completion of the course, a student will be able to:
1. Learn about the state of the art topics that arise in the cyber security field.
2. Classify and describe vulnerabilities and protection mechanisms of popular
o network protocols, web protocols, software and hardware systems.
.2 | 3. Analyze / reason about basic protection mechanisms for modern OSs, software and
£ hardware systems.
§ e Content:
A | In this course, a topic or a set of topics that will be determined and approved by the
qé department to reflect the most recent issues in the field of cyber security that might
3 | appear after approval of the study plan.
O | o Assessment Methods
1. Quizzes
2. Assignments
3. Reports
4. Midterm and Final Exam
Course Code Course Title Credits | Prerequisite
CE611 Network Security and Perimeter Protection 3 CE603
e Objectives:
Upon completion of the course, a student will be able to:
1. Acquire knowledge about the design of secure networks
2. Acquire knowledge about the different security techniques
3. Critically analyze a network configuration (using tools as appropriate) in order to
identify its security issues.
= | 4. Formulate recommendations for stakeholders at various levels within an
2 organization, to harden network infrastructure to achieve a desired security
£ situation.
§ e Content:
% In this course, students are introduced to the design of secure computer networks.
2 | Exploitation of weaknesses in the design of network infrastructure and security flaws
3 | in network protocols are presented and discussed. Network operation systems and
O | network architectures are reviewed, together with the respective security related
issues. Issues related to the security of content and applications such as emails, DNS,
web servers are also addressed. Security techniques including intrusion detection,
forensics, cryptography, authentication and access control are analyzed. Security
issues in IPSEC, SSL/ TLS and the SSH protocol are presented.
e Assessment Methods
1. Quizzes. 2. Assignments. 3. Reports. 4. Midterm and Final Exams.
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Course Code Course Title Credits | Prerequisite

CE612 Advanced Malware Reverse Engineering 3 CE600
e Objectives:
Upon completion of the course, a student will be able to:
1. Applying malware analysis methodology and technology
2. Identify known anti-reverse engineering techniques and some advanced malware
functionality.
& | 3. Discuss professional problems, analysis and conclusions in the field of malware
2 analysis, both with professionals and with general audience.
‘5 | o Content:
«
5 This course exposes the student to various techniques and procedures employed in the
o | practice of software analysis to detect and remove affected code. The areas explored
5 | will consist of trends in malicious code growth, common attack vectors, surface
6 analysis of malware, run-time analysis of malware, system monitoring, debuggers,
static reverse engineering of malware, and disassemblers to identify obfuscation
techniques and Anti-reversing methods.
e Assessment Methods
1. Assignments, Reviews of Research Papers, Reports, ...
2. Midterm Exam. 3. Final Exam.
Course Code Course Title Credits | Prerequisite
CS656 Advanced Ethical Hacking and 3 CE600
Countermeasures
e Objectives:
Upon completion of the course, a student will be able to:
1. Discuss anatomy of computer attacks and countermeasures to protect valuable data.
2. Explore advanced techniques and attacks to which all modern-day complex
o applications may be vulnerable.
.g 3. Focus on how to use countermeasures tools and techniques.
% Content:
Q . . . .
2 | In this course we introduce the students to the latest hacking tools and techniques to
A | understand the anatomy of computer attacks and countermeasures to protect valuable
qé data. Understanding different attack vectors using hand-on techniques and tools that a
3 | hacker utilizes to attack computing devices in order to steal valuable and private
O | information.
e Assessment Methods
1. Assignments, Reviews of Research Papers, Reports, ...
2. Midterm Exam
3. Final Exam.
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Course Code Course Title Credits | Prerequisite

CE613 Cryptographic Processors 3 CE600

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Acquire the necessary skills to implement cryptographic primitives on
reconfigurable hardware.

2. Use the proper software tools and hardware kits to develop cryptographic hardware
accelerators.

3. Compare between the different implementations of cryptographic primitives using
the different design metrics.

e Content:

The objective of this course is to build knowledge and skills necessary
for efficient implementations of cryptographic primitives on reconfigurable
hardware. The implementation platform will be a field programmable gate array
(FPGA) containing a general-purpose processor and additional reconfigurable fabric
for implementations of custom hardware accelerators. Team projects require design of
selected cryptographic primitives followed by comparison and contrast of various
implementation alternatives, such as software, custom FPGA hardware, and
hybrid hardware-software co-design. Topics may include binary finite field
arithmetic, block ciphers, hash functions, counter mode of operation for block
ciphers, public key -cryptosystems, hardware/software co-design methodologies
with FPGAs, software development and profiling, high level synthesis, on- chip buses,
hardware/software interfaces, custom hardware accelerators and side channel attacks.

e Assessment Methods

1. Quizzes.

2. Assignments.

3. Reports.

4. Midterm and Final Exams.
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Course Code Course Title Credits | Prerequisite

CE616 Research Project 4 CS617

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Demonstrate that has acquired specialization and skills in a particular part of the
cyber security field.

2. Formulate a moderate sized problem and select and justify an approach to solve
the problem within certain constraints.

3. Be able to watch ethical principles throughout the work.

4. Prepare a written report on the work done

5. Make an oral presentation that should accurately summarize the work done.

¢ Content:

In this course, the student will use the skills and knowledge gained during his
studies to demonstrate the ability to design an information security project from
the design stage to the implementation and testing stage. This is done under the
supervision of a faculty member in the department.

e Assessment Methods

1. Project presentation and discussion in front of a committee.

2. Evaluation of the project report.

Course Code Course Title Credits | Prerequisite

CE615 Cybersecurity with Blockchains 3 CE600

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Describe how blockchains work and the underlying technology of transactions and
blocks.

2. Demonstrate the deployment of blockchains in the public domain and how
to maintain transparency, privacy and security without any central controlling or
trusted agency.

3. Explore platforms to build applications on blockchain technology with challenges
and future of cybersecurity.

e Content:

In this course, students are introduced to the common cyber threat landscape and
common attacks such as malware, phishing, insider threats, and distributed denial-of-
service (DDoS). Understand the workings of Blockchain technology, Ethereum and
Hyperledger architecture and how they fit into the cybersecurity ecosystem. Write
distributed application on Ethereum Blockchain and the Hyperledger Fabric
framework. Security triad and its adaptation with Blockchain. Core concepts of
cybersecurity, such as DDoS protection, public key infrastructure (PKI)-based identity,
two- factor authentication (2FA), and Domain Name System (DNS) security. Role of
Blockchain in transforming cybersecurity solutions. Real-world deployment examples
of Blockchain in security cases. Short-term challenges and future of cybersecurity with
Blockchain.

e Assessment Methods

1. Quizzes. 2. Homeworks. 3. Group projects. 4. Midterm and Final Exams.
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12— Postgraduate forms and applications
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13- Contact guide

LA das e
iy g Jes¥) Wbl o )
8310 a.binbusayyis@psau.edu.sa WS daes R o b o Jale s
8300 t.alghamdi@psau.edu. sa doddl LS ke G b oy b3
8311 b.alenezi@psau.edu.sa dosdl S 3 S Sl Ol oy
ol oty LWl ) 34831 A1)
iy gl Jes) Wbl o )
8382 aq.alqahtani@psau.edu.sa LIS 1S Gladl did oy dls 5
sl Asli b
il g Jes) Wbl o )
8390 s.alnatheer@psau.edu. sa ) oy ) o ks dlie Olekw .3
8349 aa.mohamed@psau.edu.sa TR s eyl e dble >

24 |24



