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This handbook provides detailed information regarding the academic policies and procedures
pertinent to the Master of Engineering in Cybersecurity Program. Its purpose is to inform
the students about the guidelines and milestones relevant to the successful completion of
their degree program and is to be used in conjunction with the Unified Regulations for
Postgraduate Studies in Saudi Universities and their Executive Rules at Prince Sattam bin
Abdulaziz University, and the Undergraduate Study and Examination Regulations.

We hope this handbook is of good use to you. We wish you a rewarding experience during

your master program in cybersecurity.

Communication
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2. Program Description

The Master of Engineering in Cybersecurity Program was established in the College of

Computer Engineering and Sciences as one of the distinguished postgraduate programs at

Prince Sattam bin Abdulaziz University, as the admission of male and female students began

in the academic year 1440-1441 H (2019-2020).

The program is urgently required to satisty the national needs, with a great focus on the

Saudi market and 2030 Vision, by addressing the following:

¢ Enhancing the Kingdom's national security related to cybersecurity using technologies
and through skilled specialists in the field.

e Transferring the concept of cybersecurity technology to students and researchers as well
as transferring it to the community.

» There is an urgent need for highly trained experts to enable them to carry out the mission
of ensuring the safety and security of information in the various institutions of the
Kingdom, whether governmental or private.

e There is an urgent need to educate community members about the importance of
security and how to secure data, information, and devices.

2.1 Program Mission

To provide a suitable environment for producing highly qualified Cybersecurity engineers,

capable of solving security issues and assuming leadership to make significant contribution in

knowledge society.

2.2 Major Goals

PG1: Provide graduates with an in-depth specialization knowledge in cybersecurity, selected

from areas such as hardware security, network security and systems security.

PG2: Enhance the ability of graduates to succeed in dealing with the latest developments in

the field, formulate solutions to address attacks, and plan for a secure world through

cybersecurity.
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PG3: Provide graduates with the necessary skills in Cybersecurity to contribute to enhancing
the national security of the Kingdom of Saudi Arabia associated with cybersecurity
through the adaptation of developed technologies.

PG4: Quality graduates to pursue more postgraduate studies and scientific research in the
field of cybersecurity.

2.3 Program Learning Outcomes (PLOs)

The PLOs are classified to three categories: Knowledge (K1, K2), Skills (S1, S2) and Values

attributes (V1, V2, V3). These PLOs are as follows:

K1: Describe complex computing problems related to cybersecurity.

K2: Recognize the principles of computing applications and optimum security solutions.

S1: Implement and evaluate a computing-based solution to meet a given set of computing

requirements in the context of cybersecurity.

S2: Apply security principles and practices to maintain operations in the presence of risks and

threats.

V1: Communicate effectively in a variety of professional contexts.

V2: Respect professional responsibilities and make informed judgments in computing

practice based on legal and ethical principles.

V3: Function effectively as a member or leader of a team engaged in activities appropriate to
cybersecurity

2.4 Graduate Attributes

Graduates who successfully completed the program are expected to have the following

attributes:

CSE1- Have in-depth knowledge, understanding and skills associated with Cybersecurity.

CSE2- Have the ability for lifelong personal development and learning to be successful in
society.

CSE3- Have the ability to evaluate and draw conclusions from information, to find
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sustainable solutions to complex security problems and make decisions.

CSE4- Have the ability to lead and support others by inspiring them with a clear vision and

motivating them to achieve security goals.

CSE5- Have the ability to work under pressure, where the organization’s security can be at

stake if they do not work carefully and thoroughly.

Cybersecurity is a Promising Future Job
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3. Admission Requirements

Admission to the program is available to male and female students once a year, according to

the fulfillment of the general and special conditions below:

3.1 Conditions of the Unified Regulation for Postgraduate Studies

* The applicant should be Saudi, or on an official scholarship for postgraduate studies if he is
not a Saudi.

* The applicant must have a university degree from a Saudi university or from another
recognized university.

* To be of good conduct and behavior and medically fit.

* To submit two scientific recommendations from professors who have taught him
previously.

* Approval of his reference to the study if he is an employee.

* The competent department may stipulate that a student must pass a few complementary
courses from a previous stage to get acceptance for a master's or doctoral degree.

e A student is not allowed to enrol in two postgraduate programs at the same time.

3.2 General University Conditions

* The general aptitude test score for university students should not be less than 60.

* Scholarships from university employees or government agencies are accepted in accordance
with the conditions and criteria for acceptance.

* The number of years in the bachelor's stage for the applicant is not less than four years.

* The student must have obtained the first university degree by studying regularly.

* The average is in accordance with the admission requirements of the unified regulations for
postgraduate studies in Saudi universities and its executive rules at Prince Sattam bin
Abdulaziz University.

* Equivalency of the certificate issued outside the Kingdom of Saudi Arabia.
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* Those who are nominated for admission are not entitled to postpone their acceptance.

3.3 Program Specific Terms

* The applicant should have a bachelor's degree from a recognized university, in computer
engineering or related disciplines such as: electrical engineering, computer science,
information systems, software engineering and information technology.

* The applicant has obtained a score of (5) in the IELTS test or its equivalent.

* Passing the written test prepared by the department.

* Passing the personal interview held by the department.

3.4 Number of Students Admitted to the Program

The number of students admitted to the program is compatible with the available resources

for the program (e.g., faculty, classrooms, labs, and equipment). The University Council

determines the number of students who will be accepted annually in the program, based on
the recommendation of the Postgraduate Studies Deanship Council, and the proposal of the

Department and College Council. The number of admitted students to the program is

determined based on following:

» The absorptive capacity in the required specialization, so that the number of students does
not exceed six for each faculty (6:1) and the Deanship of Postgraduate Studies has the
right to exempt from this based on the recommendation of the Department and College
Councils, in a way that does not aftect the quality of the outputs.

e The number of students enrolled in the program should not be less than five students and
the Deanship of Postgraduate Studies has the right to exempt from this considering the
justifications provided by the Department and College Councils.

e The door for admission and registration for the program is opened once in an academic

year.
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4. Degree Requirements

4.1 Study System

* The study in the program is conducted on levels system (semesters), and lectures are
scheduled on-campus during the evening periods (3-10 pm) of the official weekdays,
according to the unified calendar of the university.

* The academic year is divided into two main semesters, the duration of each of which is
not less than fifteen weeks, excluding the registration and examination periods.

* The department assigns the teaching of the program's courses to members of the faculty
from all departments of the college, according to the exact specialization and experience in
the field.

* The prescribed period for obtaining a master’s degree is not less than four semesters.

* The student won’t be graduated until after completing the requirements for the scientific
degree, with a cumulative GPA of no less than “very good”.

* The general grade is calculated upon the student's graduation, based on his cumulative
average in the academic courses only.

4.2 Students Registration

The Deanship of Postgraduate Studies accepts students and registers them in coordination

with the Deanship of Admissions and Registration. The following points highlight the main

steps of the process:

* Students submit applications for admission to the Deanship of Postgraduate Studies (for
students) and to the Vice Deanship of Graduate Studies in female section (for female
students).

* The Deanship of Postgraduate Studies making sure that the files complete all the required
documents and that they comply with the Unified Regulation for Postgraduate Studies in

Universities, and its special executive rules at PSAU.
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requirements, while the Department is responsible for ensuring that the applicant fulfils all

the conditions for the written and oral examinations, if any.

has been approved by the Deanship of Postgraduate Studies Council.

4.3 Study Plan Structure

The Deanship of Postgraduate Studies is responsible for implementing the admission

The Deanship of Postgraduate Studies announces the results of the final admission after it

No. of Credit
Program Structure Percentage
Courses Hours
Required 5 15 36.0%
Courses :
Elective 7 21 50.0%
Graduation Project 1 6 14.0%
Total 13 42 100%
Mobile
Security
Server Network
Protection Protection
Data Cloud Services
Protection Application

Wide spectrum of Cybersecurity courses
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4.4 List of Required Courses
Level | Code Title Type Pre- Credit
i Nl e
CE600 Advanced Cyber Security Required 3
CS651  Operating Systems Security Required 3
1 CE603 Advanced Computer and Required 3
Networks Security
CE602  Wireless and Mobile Security ~ Required 3
CExxx  Elective 1 Elective 3
2 CExxx Elective 2 Elective 3
CExxx Elective 3 Elective 3
CExxx Elective 4 Elective 3
CExxx Elective 5 Elective 3
K) CExxx Elective 6 Elective 3
CS617  Research Ethics and Methods ~ Required 3
4 CExxx Elective 7 Elective 3
. CE616 Research Project Required 6
4.5 List of Elective Courses
Code Title Pre- Credit
Bl S P
Computer Forensics CE600 3
Cloud Computing Security CE603 3
IoT Security CE603 3
Hardware Security CE600 3
@I Selected Topics in Cyber Security 1 Dept 3
- Approv.
(@G (IR Selected Topics in Cyber Security 2 Dept 3
- Approv.
Network Security and Perimeter Protection CE603 3
Advanced Malware Reverse Engineering CE600 3
Cryptographic Processors CE600 3
(OR{:1 8 Advanced Ethical Hacking and CE600 3
- Countermeasures
Cybersecurity with Blockchains CE600 3
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4.6 Exam Process

Examinations are conducted in postgraduate courses to obtain a master’s degree and the
assessment of grades, in accordance with the regulations for study and examinations for the

undergraduate level issued by the Council of Higher Education.

The student is not considered pass the course unless he obtains a grade of "good" at least.

The department council determines the degree of the semester work for graduate students,

not less than 30% and not more than 60% of the final grade of the course.

A student may re-study any course in which he has failed only once, and the two results

are included in the cumulative GPA.

Master of Science in Cybersecurity is full-time program consists of 42 credits and should

be completed in at least four semesters. Each semester consisting of at least 9 credits.

In each semester, there is at least one mid-term exam besides other continuous assessments
(Quizzes, assignments, group discussions, presentations, etc.) are conducted on regular

basis through the semester. At the end of the semester there 1s final theoretical exam.

Prince Sattam bin Abdulaziz University study and examinations regulations are the base
tor conducting and evaluating coursework and final examinations for all courses offered.
After computing the total marks for a course, a grade and a Grade Point will be calculated

using the following table:

Prince Sattam bin Abdulaziz University Grading System

_ A+ Exceptional 5.0
_ A Excellent 4.75
_ B+ Superior 4.5
_ B Very good 4.0
_ C+ Above average 3.5
 70and<75 C Good 3.0
_ D+ High pass 2.5
_ D Pass 2.0
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F Fail 1.0

P In-progress - Course continues
for next semester

IC Incomplete - Requirements

not complete

DN Denial 1.0 Attendance <
75%
W Withdrawn - Optionally
withdraw

Course points attained by the student are calculated using the formula:
Grade Points = Credit Hours x Points attained (from the above table)
For example, if the course is a three credit hours course and the student mark 1s 87, then
the grade 1s B+ (4.5 points) and the grade points =3 x 4.5=13.5
Grade Point Average (GPA) is calculated for the semester using the formula:

GPA= Z Semester courses Grade Points

y Semester courses Credit Hours

The GPA is calculated by the Student Information System at the end of each semester
using the above formula. Then the CGPA is updated for the whole semesters spent by the
student in the college so far. The following formula is used

Z GPA forall semesters
y Credit Hours forall semesters

CGPA=

Prince Sattam bin Abdulaziz University uses a computerized registration system that keeps
track of all students' records which is used by the students and the college as well as the
university administration to perform different tasks throughout the whole process. One of
the benefits of this system is that it prevents the accidental registration of a course when
the student did not complete its prerequisite(s). No course can be registered unless all

prerequisites were completed.
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5. Credits Transfer

5.1 Students Transfer
The program applies fair and approved policies and procedures for students transferring to
the program and the equivalency of what students had previously learned. Transfer students
are subject to the rules and regulations of admission imposed by the Prince Sattam bin
Abdulaziz University (PSAU). Acceptance of transfer courses are subject to the approval of
the Chairman of the Department of Computer Engineering after consulting the course
instructors. Courses that match 80% of the content of any course oftered by the Master of
Engineering in Cybersecurity program are generally accepted as equivalents to that program
course. Transferred credits are not included in the CGPA of the students and a pass grade is
assigned to those courses.
5.2 Transfer of a Student from Outside PSAU
Transferring a student to the university from another recognized university may be accepted
on a recommendation of the Department and College Councils and the approval of the
Dean of Postgraduate Studies Council, considering the following:
e The fulfilment of the admission requirements for the transferred student and any other
conditions that the department deems necessary.
¢ The student should not be dismissed from the university he is transferring from for any of
the reasons.
o It is permissible to calculate the number of academic units that he has previously studied
according to the following;:
o Study of equivalent units must not have passed more than six semesters.
o To agree in substance with the requirements of the program to which it is transferred.
o The percentage of these units shall not exceed thirty percent of the units of the

program to which he is transferred.
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o His grade in the equivalent units should not be less than (very good).
o Equivalent units are not included in the CGPA calculation.
o The equivalency is based on the recommendation of the Department Council and the
approval of the College and Deanship of Postgraduate Studies Councils.
5.3 Transfer of a Student from Program to Another within PSAU
A student may be transferred from one specialization to another within the university based
on the recommendation of the Department and College Councils, and the approval of the

Deanship of Postgraduate Studies Council, considering the following:

The fulfilment of the admission requirements for the transferred student and any other

conditions that the department deems necessary.

o It is permissible to calculate the academic units that were “previously studied” at the
university if the department sees fit and identical to the program, and accordingly they are
included in GPA.

» The student has not cancelled his enrolment for any of the reasons.

o The period the student has spent in the program he is transferring from is counted within
the specified maximum period to get the degree.

o The transfer from one program to another is made only once during the period specified
for obtaining the degree.

5.4 Transfer Procedure

The program applies students transferring via a form called “Transfer request form to Prince

Sattam University”, which is available on the Deanship of Graduate Studies website. The

sequence of the transfer process can be summarized in the following steps:

» The first part of the form to be filled by the student with basic information regarding his
previous study.

* The second part of the form represents the Department Council approval for the student

transfer, which will be signed by the Head of the Department.
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* The third part of the form states the College Council approval for the student transfer,
which will be signed by the Dean of the College.

* The fourth part of the form is the Deanship of Postgraduate Studies Council decision on
student transfer approval, which will be signed by the Dean of Graduate Studies.

* Finally, a copy of the decision on student transfer approval will be send to the Deanship

of Admission and Registration as well as to Vice Dean for Graduate Studies at the

College.

ot . b - o N
Global credits transfer is welcoming
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6.1 Postponement and Deletion

The student admission may be postponed with the approval of the Department Council and

the Deans of the College and Postgraduate Studies, provided that the postponement period

does not exceed two semesters, and the postponement period is not counted in the

maximum period for obtaining the degree.

* The student must submit a request to postpone admission to the department before the
start of the study.

* Admission may be deferred for one semester or two continuous semesters.

 If the program 1s withheld by the department, the student’s deferment is extended until it
is opened, if the student is not enrolled in another program.

Studies may be postponed for student with the approval of the Department Council and the

Deans of the College and Postgraduate Studies, as follows:

* The student must have passed one or more semesters.

* The total period of postponement should not exceed four semesters (two academic years).

* To apply for a postponement no less than two weeks before the beginning of the
semester.

* The postponement period is not counted within the maximum period for obtaining the
degree.

A student, who successfully completes at least one semester, may delete all semester courses

according to the following;:

* Apply for deletion before the final exam.

* Approval of the Department Council and the Deans of the College and Postgraduate
Studies.

* This semester should not be included in the additional opportunities.

» This semester is counted among the above-mentioned postponement periods.
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6.2 Withdrawal

If the student withdraws from postgraduate studies based on his desire and then wants to

return to it, it is applied to him terms of enrolment at the time of new registration.

o If the student withdraws from postgraduate studies based on his desire, and then wants to
return to it, the Department may calculate what it deems fit from the supplementary
courses that he has studied before his withdrawal.

e The curricular courses that the student studied before his withdrawal are not counted.

6.3 Study Interruption

The student shall be deemed to have dropped out of study and his registration shall be

terminated in the following cases:

» If he was accepted for study and did not register on time.

* In the case of registering for a semester and not starting to study for that semester.

In such cases, the College submits the names of the accepted students, to the Deanship of

Graduate Studies, who did not register within four weeks of the start of the study and who

did not start studying within the four weeks of starting the study.

¢ The Deanship of Graduate Studies Council issues a decision to terminate the enrolment of
students who have not register on time or register and did not start studying.

6.4 Cancellation and Return of Registration

The student’s enrolment is cancelled by a decision of the Deanship of Postgraduate Studies

Council in the following cases:

* If he was accepted into postgraduate studies and did not register within the period
specified for registration.

* If he does not pass the supplementary courses.

* If he withdraws or stops studying for a semester without an acceptable excuse.

» If it is proven that he is not serious about studying or has violated any of his academic

duties.
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e If his cumulative GPA drops below the grade (Very Good) in two consecutive semesters.

 If he exceeds the chances of postponement.

* If he breaches the scientific honesty, whether in the stage of studying the courses or
preparing for the thesis, or he did an act that violated university regulations and traditions.

* Ifhe does not obtain the degree within its maximum period.

It is permissible, in cases of extreme necessity, to re-enrol the student whose enrolment has

been cancelled under compelling circumstances accepted by the Department and College

Councils, and the re-enrolment is based on a recommendation from the Deanship of

Postgraduate Studies Council and by a decision of the University Council, considering the

tollowing:

» A student who has been cancelled for more than six semesters is treated as a new student
regardless of what was previously cut oft from the study stage.

* A student whose enrolment has been cancelled, for six semesters or less, re-studies some
courses determined by the Department and College Councils and approved by the
Deanship of Postgraduate Studies Council. The units he studied are calculated within his
cumulative GPA after resuming studies. The period the student spent in study before
cancelling his/her enrolment is also counted within the maximum period to obtain the
degree.

e The student whose enrolment has been cancelled shall submit to the head of the
Department an application for re-enrolment and attached to it the decision to cancel the
registration with the proof that this was due to force majeure circumstances appreciated

by the Deanship of Graduate Studies Council.
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6.5 Additional Opportunities

An exception may be granted, i.e., grant the student one additional opportunity of one or

two semesters as a maximum, based on the recommendation of the Department and College

Councils and the approval of the Deanship of Postgraduate Studies Council.

A student is warned if his GPA drops below very good during one semester.

e The student’s registration will be suspended if his GPA drops below very good during
two consecutive semesters or an academic year.

e The academic advisor submits to the head of the Department, a detailed report on student
status.

e The Department Council may recommend granting the student an opportunity not to
exceed two semesters, to raise his cumulative GPA, if possible.

« It is permissible to re-study one or more courses in which the student obtained a grade
less than very good, to raise his cumulative average to very good.

¢ The recommendation of the Department Council, attached to the advisor’s report and the
student’s academic record, shall be submitted to the College Council to consider and to
take an appropriate recommendation.

e The recommendation of the College Council is submitted to the Deanship of Graduate
Studies Council, to take an appropriate decision.

Exceptionally, the student may be given an additional opportunity of not more than two

semesters based on a report from the supervisor and the recommendation of the Department

and College Councils and the Deanship of Graduate Studies Council and the approval of the

University Council.
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6.6 Postgraduate Forms and Applications
Several postgraduate forms and applications are available online, where the following related
links are provided in the Student Guide for Master of Engineering in Cybersecurity 2022,
which include:
* Different forms for all Academic Procedures:

o Postgraduate Admission Application Form

o Certified Admission Postponement Form

o Transfer request form to Prince Sattam University

o Study extension form for master's students

o Study Track Change Form - Master's

o Postgraduate student pledge form

o Request form for granting an additional opportunity to raise the cumulative average

o Request to delete a semester for postgraduate students

o A memorandum submitted to the Deanship to re-enrol a student
* Forms for theses discussion and awarding degree.
* Graduation forms:

o Disclaimer form

o  Graduate Requirements Completion Form
6.7 Student Counselling Services
The program provides effective counselling services to its students and evaluates the quality
of all services and activities oftered to its students and continuously improve them. The
program distributes its students into small groups (1 to 4 students), where for each group a
faculty member is assigned to be responsible for providing the necessary counselling services.
Also, the Graduate Unit at the college level helps the program to follow up its graduates and
to get their feedback via online alumni surveys. As a best practice, the Department of

Computer Engineering has appointed one of the senior faculty members as a program
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coordinator for the Master of Engineering in Cybersecurity. The main role of the program
coordinator is to advise students as well as follows up all program processes (admission,
teaching, assessment, ...etc.). Thus, he coordinates between students and faculties at the
department level, graduate unit at the college level, and the Postgraduate Deanship at the
university level. It is worth mentioned that all modern communication means (e-mail,
blackboard, WhatsApp) are effectively used between students, instructors, and program

coordinator.

Counselling Services
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7. Regulations and Guides

Study Plan and Courses

Description

https://dps.psau.edu.sa/sitesuploads/dps/page/2020-
12/0_3 peed120%0,2¥9120%20%0 320 %0801:8120 %0 yer 20 %0 Lo 5520 Y0ilas. p
df

Master's Programs
Guide for the Academic
Year 1442 H

https://dps.psau.edu.sa/sitesuploads/dps/prints2021-
02/.@20%201442%@.A\J.-\ZO%e\aUZO0/0\.”.1;!\20%QL»\).U\20%@1,320°A)JJ>.pdf

The Unified
Regulations for
Postgraduate Studies in
Saudi Universities and
their Executive Rules at
Prince Sattam bin
Abdulaziz University
1439-1440 H

Regulations for Study
and Examinations for
the Undergraduate
Level and the Executive
Rules

https://dar.psau.edu.sa/sitesuploads/dar/node/7164/%2020%i.1,01.c
ompressed. pdf

Scientific Research
Writing Guide

https://dps.psau.edu.sa/sitesuploads/dps/prints2021-
02/ a1 20%0 e i20%i520 %0 s pdf
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8. Postgraduate Forms

Academic Procedures
VEEY el aladl o W) faadld B Ll Lhal) byl sl d J 5l gy
plaw ¥l dmalr J) Jugf b 2358
el S Ay yE 358
somirle —ilyll jls o 35é
Lhe Slalys Il wgws 7356
ST k) 3 ) 23] ds p pas b 358
Jaalt — B3Lo) dop s b 3y
b ud sslel slaall Jo o8 8 S0
Qi 34
(eudlal) Wall Coluludl Bloed) CAb 8 laz)
(PNl et Lyl Bloedt Clb 3ylaunt

https://dps.psau.edu.sa/ar/conten
t/2021-03-04-1

Theses Discussion and Degrees Awarding
81553 g b 5 prerle W)} it g0 LsBls 3k
Wl Syl g o8 (S5 5 358
YOI PR I RE JEVIUWEF  JY:
AsLull 3kwdl Bl bl £348
Joadll ey 3 I S mles
Tunalr Wy dlas sleze) £ 348
Jetad! s L) Slalyuldl S Bl 1 ehdy 7 el st S8
8155 G bl ol prle Ml skt 5,0 LBl £3gd
e M) Bl 23Ua B S5 7348
DI i (5) 35
sl il (4) ¢
bl Dy L2dlis T Oe) (3) 38
Dl 823l &b )85 (2) 346
Ldle s ge s (1) z3gé
Dl It s ¢l x) 413

https://dps.psau.edu.sa/ar/conten
t/2021-03-03-1

Graduates
Sl Ml zigé
T Sldlane s 81 23l
g Bla g
oA Ay e gaoll Al gyl b 358

https://dps.psau.edu.sa/ar/conten
t/2021-03-07-0
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9. Contact guide

Dean's Office
iy g Jes¥) Wbl o )
8310 a.binbusayyis@psau.edu.sa WS des SN P Y
8300 t.alghamdi@psau.edu.sa Aol LS ke G b oy b3
8311 b.alenezi@psau.edu.sa Aol LS i S Sl Ol oy i

Vice Dean for Graduate Studies and Scientific Research

Ay gl Jes¥) Wbl o )

8382 aq.alqahtani@psau.edu. sa ENI U ol di3 oy dilis s

Department of Computer Engineering

Ay gl Jes¥) Wbl o )
8390 s.alnatheer@psau.edu.sa o) o ) o s dlie Olaghw .3
8349 aa.mohamed@psau.edu.sa TR0 e o gl e Lible s

25]25



