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1- Introduction
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We welcome you, faculty members, and give you a brief introduction in
this guide to the Master of Engineering in Cybersecurity program. This
program was prepared in the College of Computer Engineering and
Sciences as one of the distinguished postgraduate programs at Prince
Sattam bin Abdulaziz University, as the admission of male and female
students began in the academic year 1440-1441 H (2019-2020). The

following points summarize the importance of the program, the

community's need for it, and its general objectives.
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2-Program Mission and Goals

Program Mission
To provide a suitable environment for producing highly qualified Cybersecurity
engineers, capable of solving security issues and assuming leadership to make

significant contribution in knowledge society.
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Program Goals

PG1:. Provide graduates with an in-depth specialization knowledge in
cybersecurity, selected from areas such as hardware security, network security
and systems security.

PG2: Enhance the ability of graduates to succeed in dealing with the latest
developments in the field, formulate solutions to address attacks, and plan for
a secure world through cybersecurity.

PG3: Provide graduates with the necessary skills in Cybersecurity to contribute to
enhancing the national security of the Kingdom of Saudi Arabia associated
with cybersecurity through the adaptation of developed technologies.

PG4: Qualify graduates to pursue more postgraduate studies and scientific research

in the field of cybersecurity.
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3-Program Learning Outcomes and Graduate Attributes

Program Learning Outcomes (PLOs)

The PLOs are classified to three categories: Knowledge (K1, K2), Skills (S1, S2) and

Values attributes (V1, V2, V3). These PLOs are as follows:

K1: Describe complex computing problems related to cybersecurity.

K2: Recognize the principles of computing applications and optimum security
solutions.

S1: Implement and evaluate a computing-based solution to meet a given set of
computing requirements in the context of cybersecurity.

S2: Apply security principles and practices to maintain operations in the presence
of risks and threats.

V1: Communicate effectively in a variety of professional contexts.

V2: Respect professional responsibilities and make informed judgments in
computing practice based on legal and ethical principles.

V3: Function effectively as a member or leader of a team engaged in activities

appropriate to cybersecurity.

Graduate Attributes

Graduates who successfully completed the program are expected to have the
following attributes:

CSE1-Have in-depth knowledge, understanding and skills associated with
Cybersecurity.

CSE2-Have the ability for lifelong personal development and learning to be
successful in society.

CSE3-Have the ability to evaluate and draw conclusions from information, to find

sustainable solutions to complex security problems and make decisions.

CSE4-Have the ability to lead and support others by inspiring them with a clear
vision and motivating them to achieve security goals.

CSE5-Have the ability to work under pressure, where the organization’s security

can be at stake if they do not work carefully and thoroughly.
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4- Program admission requirements
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5- Study system for the program
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6— Exam system for the program

BY- ARERINCRC QUL EAN RN W o vi MR- IRyt N IR PRI S [ I E YWV RN e

Exam ) y,dlt jups @ oSiladt g o sMelt ui dlawlgy i) Slgdl jlas ¥ 85 5ums darlpo o5

.(Evaluation Report

ROV PR PRSI PYE R T PRCIIN-NUR KIPRRCIFI [ S e

W A33e Bylozasl) BdSIg el Alansl gy Wa3Lezslg domgad) LBLs o35y ph0l) AiLgd! Syl oy dmy

.(Course Results Discussion Form s

[ dall) Bl Cano g e (sl AL Cake Slust (8 4L 3wl & rine B el slazsl ey

(oAl 83631y poladl #3U) Jalowd) Slgaly bl oo ailBB g 3 ALY g ((Juadll iy s

Bayld) B Wy () dsyy il s Jod L)) Ol Oty de 3 Ol Yl sl 0n

2 1416/6/11 gyl 635iak) L) ardr § JW) galad) ol 00 8p3Liall dasldr) Aol ol

ab boe L

oy e (Jyufﬂ\ X)) Jﬁiﬂ\ el e ad e 130 ) AL G [ Al oy ¥ -
(ke oty

%060 st Y5 %030 oo Ji Y i (bl Slutyldt OO dkadt JlasY iy gendl) 2 Sus -
dmald) Ao poll Syl Vg Ayt g (g 26" 831 559 b 1810 e ¢y ial] ASlgd) dmpl e
() Ollylt Bouit e gy Bl dpdadid) et 5dlY)

ustsdll) oSTRN Jualt (8 Olompd! |59 Jadd 8Ux19 8,0 4d oy e (sT duslys B3ls) CIUall 98 -
(ks Oty dout e g I Baledd dyddid)

8|25



bl Aty il =7
7- Study plan of the program
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8- Program course descriptions

Course Code Course Title Credits | Prerequisite

CE600 Advanced Cyber Security 3

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Evaluate and assess cyber security needs of an organization.

2. Measure the performance of security systems.

3. Formulate, update and communicate cyber security strategies and policies.
e Content:

This course reviews the comprehensive coverage of various aspects of cyber security
concepts, Introduction to Information Systems, Information Security, Application
Security, Security Threats, Development of secure Information System, Security
Issues In Hardware, Security Policies, and Information Security Standards.

e Assessment Methods

1. Assignments, Reviews of Research Papers, Reports, ...

2. Midterm Exam
3. Final Exam.

Course Code Course Title Credits | Prerequisite

CS651 Operating Systems Security 3

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Demonstrate understanding of mechanisms and policies in investigating and
defending against operating system attacks.

2. Implement basic operating system security techniques.

3. Evaluate tools and technologies for use in protecting the operating systems.

e Content:

This course covers both fundamentals and advanced topics in operating system (OS)
security. It includes OS level mechanisms and policies in investigating and
defending against real-world attacks on computer systems, such as self-propagating
worms, stealthy rootkits and large-scale botnets. It discusses basic OS security
techniques such as authentication, system call monitoring, and memory protection.
It introduces recent advanced techniques such as system-level randomization,
hardware/software virtualization, and other hardware features.

e Assessment Methods

1. Quizzes.
2. Homeworks.

3. Midterm and Final Exams.
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Course Code Course Title Credits | Prerequisite

CE602 Wireless and Mobile Security 3
e Objectives:
Upon completion of the course, a student will be able to:
1. Acquire solid knowledge on security principles incorporated in the design of
mobile network generations.
2. Explain security models for various mobile device platforms.
3. [Illustrate security standards for mobile services and wireless systems.
E |e Content:
fé This course provides a conceptual overview of the security principles incorporated in
§ the design of several generations of mobile networks, from 2G to 5G. It explores
5 platform security models of the popular mobile device platforms such as iphone
Q operating system (IOS), Android and the Windows Phone. It covers the security of
5 | mobile services, such as voice over IP (VoIP), text messaging, Wireless Application
8 Protocol (WAP) and mobile Hyper Text Markup Language (HTML). It also
introduces security standards in current wireless systems: WiFi security (Wired
Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA), WPA-Enterprise).
e Assessment Methods
1. Quizzes.
2. Homeworks.
3. Midterm and Final Exams.
Course Code Course Title Credits | Prerequisite
CE603 Advanced Computer and Networks Security 3
e Objectives:
Upon completion of the course, a student will be able to:
1. Recognize number theory, steganography, symmetric and asymmetric encryption
algorithms.
« | 2. Apply hash functions, message authentication codes, digital signatures, key
.g management and user authentication.
% 3. Appraise techniques and algorithms for Internetworking security.
% Content:
A | In this course, students are introduced to the network security requirements,
é number theory, steganography, encryption design principles and algorithms, message
3 | authentication and digital signature principles and designs, and network system security
O | design.
e Assessment Methods
1. Quizzes.
2. Homeworks.
3. Midterm and Final Exams.
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Course Code Course Title Credits | Prerequisite

CS617 Research Ethics and Methods 3
e Objectives:
Upon completion of the course, a student will be able to:
1. Analyze and critically evaluate published articles relevant to their research work.
2. Demonstrate the ability to choose methods appropriate to research aims and
objectives.
3. Critique quantitative and/or qualitative research methodologies relevant to their
‘é research work.
a 4. Recognize and identify the ethical principles of research work.
§ e Content:
5 This course provides graduate students knowledge and research skills through critical
o | exploration of research language, ethics, and approaches. The course introduces
5 |the language of research, ethical principles and challenges, and the elements of the
6 research process. Graduate students will use these theoretical underpinnings to begin to
critically review literature relevant to their field or and determine how research findings
are useful in forming their understanding of their work. The student must present a
seminar in one of the currents researches or projects in the area.
e Assessment Methods
1. Assignments, Reviews of Research Papers, Reports, ...
2. Midterm Exam. 3. Final Exam.
Course Code Course Title Credits | Prerequisite
CS655 Computer Forensics 3 CE600
e Objectives:
Upon completion of the course, a student will be able to:
1. Create a method for gathering, assessing and applying new and existing legislation
and industry trends specific to the practice of digital forensics.
2. Adhere to the ethical standards of the profession and apply those standards to all
aspects of the study and practice of digital forensics.
g | 3. Evaluate the effectiveness of available digital forensics tools and use them in a way
-8 that optimizes the efficiency and quality of digital forensics investigations.
% e Content:
o | Computer forensics is concerned with the post-analysis of computer systems that have
e already been compromised. Forensic tools and techniques combine information
g | accumulated from various systems to reconstruct the behaviors and actions of cyber
& | criminals. Computer forensics focuses on the reconstruction of events that have led to
© system corruption, with the goals of recovering critical data, aiding authorities in
tracking those who may have caused the security breach, and learning techniques used
by hackers to improve the protection of systems and prevent similar breaches in the
future.
e Assessment Methods
1. Assignments, Reviews of Research Papers, Reports, ...
2. Midterm Exam. 3. Final Exam.
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Course Code Course Title Credits | Prerequisite

CE606 Cloud Computing Security 3 CE603

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Recognize the security concepts pertaining to cloud computing.

2. Acquire solid knowledge on the design principles of secure cloud computing.
3. Summarize the privacy aspects that should be considered in the cloud.

e Content:

This course reviews the current state of data security and storage in the cloud,
including confidentiality, integrity, and availability. The topics should include: the
identity and access management (IAM) practice for authentication, authorization, and
auditing of the users accessing cloud services; security management frameworks and
standards that are relevant to the cloud; privacy aspects that should be considered
in the cloud; importance of audit and compliance functions within the cloud.

e Assessment Methods

Quizzes
Assignments
Reports

Wb =

Midterm and Final Exam

Course Code Course Title Credits | Prerequisite

CE607 IoT security 3 CE603

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Recognize the security architecture of IoT and its security countermeasures.
2. Compare between the threats in IoT and traditional ad hoc networks.

3. Illustrate the security challenges and solutions in IoT.

e Content:

This course deals with ensuring the safety of devices and networks interconnected under
the fabric of the Internet of Things (IoT). It covers device/physical security, network
security, data security, operating system security, and server security. It introduces
recent advanced topics such as [oT authentication, single-server authentication, multi-
server authentication schemes, attacks and remedies, and analytical matrices and tools.
e Assessment Methods

1.  Quizzes

2. Assignments

3. Reports

4. Midterm and Final Exam
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Course Code Course Title Credits | Prerequisite

CE608 Hardware Security 3 CE600

e Objectives:

Upon completion of the course, a student will be able to:

1. Recognize the vulnerabilities in the current digital systems design flow.

2. Differentiate the different types of physical attacks on digital systems.

3. Illustrate the security challenges and solutions in the electronic hardware.

e Content:
=] . . . . .
,g This course gives students a comprehensive understanding of hardware security
.8 | starting from fundamentals to practical applications. Students should understand
§ the vulnerabilities in the current digital systems design flow and the physical attacks
5 to these systems. The topics should include: fundamentals of physical attacks,
@ | countermeasures against physical attacks, Side channel attacks (cache attacks, power
5 | analysis attacks, timing attacks, scan chain attacks) and countermeasures,
6 Hardware Trojan and trusted integrated circuit (IC) design, Trust platform module

(TPM), physical unclonable function (PUF).

e Assessment Methods

1. Quizzes

2. Assignments

3. Reports

4. Midterm and Final Exam

Course Code Course Title Credits | Prerequisite
CE609 Selected Topics in Cyber Security 1 3 Coordinator
approval

e Objectives:

Upon completion of the course, a student will be able to:

1. Learn about the state of the art topics that arise in the cyber security field.

2. Classify and describe vulnerabilities and protection mechanisms of popular
o network protocols, web protocols, software and hardware systems.
.2 | 3. Analyze / reason about basic protection mechanisms for modern OSs, software and
£ hardware systems.
§ e Content:
R | In this course, a topic or a set of topics that will be determined and approved by the
:‘w) department to reflect the most recent issues in the field of cyber security that might
2 | appear after approval of the study plan.
O | ¢ Assessment Methods

1. Quizzes

4. Assignments

5. Reports

4. Midterm and Final Exam
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Course Code Course Title Credits | Prerequisite

CE610 Selected Topics in Cyber Security 2 3 Coordinator
approval
e Objectives:
Upon completion of the course, a student will be able to:
1. Learn about the state of the art topics that arise in the cyber security field.
2. Classify and describe vulnerabilities and protection mechanisms of popular
o network protocols, web protocols, software and hardware systems.
.g 3. Analyze / reason about basic protection mechanisms for modern OSs, software and
& hardware systems.
§ e Content:
A | In this course, a topic or a set of topics that will be determined and approved by the
é department to reflect the most recent issues in the field of cyber security that might
3 | appear after approval of the study plan.
U | ¢ Assessment Methods
1. Quizzes
2. Assignments
3. Reports
4. Midterm and Final Exam
Course Code Course Title Credits | Prerequisite
CE611 Network Security and Perimeter Protection 3 CE603
e Objectives:
Upon completion of the course, a student will be able to:
1. Acquire knowledge about the design of secure networks
2. Acquire knowledge about the different security techniques
3. Critically analyze a network configuration (using tools as appropriate) in order to
identify its security issues.
= | 4. Formulate recommendations for stakeholders at various levels within an
.g organization, to harden network infrastructure to achieve a desired security
& situation.
§ e Content:
e In this course, students are introduced to the design of secure computer networks.
¢ | Exploitation of weaknesses in the design of network infrastructure and security flaws in
3 | network protocols are presented and discussed. Network operation systems and
O | network architectures are reviewed, together with the respective security related issues.
Issues related to the security of content and applications such as emails, DNS, web
servers are also addressed. Security techniques including intrusion detection, forensics,
cryptography, authentication and access control are analyzed. Security issues in
IPSEC, SSL/ TLS and the SSH protocol are presented.
e Assessment Methods
1. Quizzes. 2. Assignments. 3. Reports. 4. Midterm and Final Exams.
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Course Code Course Title Credits | Prerequisite

CE612 Advanced Malware Reverse Engineering 3 CE600
e Objectives:
Upon completion of the course, a student will be able to:
1. Applying malware analysis methodology and technology
2. Identify known anti-reverse engineering techniques and some advanced malware
functionality.
§ |3. Discuss professional problems, analysis and conclusions in the field of malware
= analysis, both with professionals and with general audience.
‘5 | e Content:
«n
5 This course exposes the student to various techniques and procedures employed in the
o | practice of software analysis to detect and remove affected code. The areas explored will
5 | consist of trends in malicious code growth, common attack vectors, surface analysis of
8 malware, run-time analysis of malware, system monitoring, debuggers, static reverse
engineering of malware, and disassemblers to identify obfuscation techniques and Anti-
reversing methods.
e Assessment Methods
1. Assignments, Reviews of Research Papers, Reports, ...
2. Midterm Exam. 3. Final Exam.
Course Code Course Title Credits | Prerequisite
CS656 Advanced Ethical Hacking and 3 CE600
Countermeasures
e Objectives:
Upon completion of the course, a student will be able to:
1. Discuss anatomy of computer attacks and countermeasures to protect valuable data.
2. Explore advanced techniques and attacks to which all modern-day complex
o applications may be vulnerable.
.g 3. Focus on how to use countermeasures tools and techniques.
% Content:
Q . . . .
% | In this course we introduce the students to the latest hacking tools and techniques to
R | understand the anatomy of computer attacks and countermeasures to protect valuable
lw) data. Understanding different attack vectors using hand-on techniques and tools that a
3 | hacker utilizes to attack computing devices in order to steal valuable and private
O | information.
e Assessment Methods
1. Assignments, Reviews of Research Papers, Reports, ...
2. Midterm Exam
3. Final Exam.
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Course Code Course Title Credits | Prerequisite

CE613 Cryptographic Processors 3 CE600

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Acquire the necessary skills to implement cryptographic primitives on reconfigurable
hardware.

2. Use the proper software tools and hardware kits to develop cryptographic hardware
accelerators.

3. Compare between the different implementations of cryptographic primitives using
the different design metrics.

e Content:

The objective of this course is to build knowledge and skills necessary
for efficient implementations of cryptographic primitives on reconfigurable
hardware. The implementation platform will be a field programmable gate array
(FPGA) containing a general-purpose processor and additional reconfigurable fabric for
implementations of custom hardware accelerators. Team projects require design of
selected cryptographic primitives followed by comparison and contrast of various
implementation alternatives, such as software, custom FPGA hardware, and hybrid
hardware-software co-design. Topics may include binary finite field arithmetic,
block ciphers, hash functions, counter mode of operation for block ciphers,
public key cryptosystems, hardware/software co-design methodologies with FPGAs,
software development and profiling, high level synthesis, on- chip buses,
hardware/software interfaces, custom hardware accelerators and side channel attacks.

e Assessment Methods

1. Quizzes.

2. Assignments.

3. Reports.

4. Midterm and Final Exams.
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Course Code Course Title Credits | Prerequisite

CE616 Research Project 4 CS617

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Demonstrate that has acquired specialization and skills in a particular part of the
cyber security field.

2. Formulate a moderate sized problem and select and justify an approach to solve
the problem within certain constraints.

3. Be able to watch ethical principles throughout the work.

4. Prepare a written report on the work done

5. Make an oral presentation that should accurately summarize the work done.

e Content:

In this course, the student will use the skills and knowledge gained during his
studies to demonstrate the ability to design an information security project from
the design stage to the implementation and testing stage. This is done under the
supervision of a faculty member in the department.

e Assessment Methods

1. Project presentation and discussion in front of a committee.

2. Evaluation of the project report.

Course Code Course Title Credits | Prerequisite

CE615 Cybersecurity with Blockchains 3 CE600

Course Description

e Objectives:

Upon completion of the course, a student will be able to:

1. Describe how blockchains work and the underlying technology of transactions and
blocks.

2. Demonstrate the deployment of blockchains in the public domain and how
to maintain transparency, privacy and security without any central controlling or
trusted agency.

3. Explore platforms to build applications on blockchain technology with challenges
and future of cybersecurity.

e Content:

In this course, students are introduced to the common cyber threat landscape and
common attacks such as malware, phishing, insider threats, and distributed denial-of-
service (DDoS). Understand the workings of Blockchain technology, Ethereum and
Hyperledger architecture and how they fit into the cybersecurity ecosystem. Write
distributed application on Ethereum Blockchain and the Hyperledger Fabric framework.
Security triad and its adaptation with Blockchain. Core concepts of cybersecurity, such
as DDoS protection, public key infrastructure (PKI)-based identity, two- factor
authentication (2FA), and Domain Name System (DNS) security. Role of Blockchain in
transforming cybersecurity solutions. Real-world deployment examples of Blockchain
in security cases. Short-term challenges and future of cybersecurity with Blockchain.

e Assessment Methods

1. Quizzes. 2. Homeworks. 3. Group projects. 4. Midterm and Final Exams.
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Exam Evaluation Report

An electronic copy, Or, a signed hard copy of this report should be sent to the Course Coordinator to carry out
appropriate changes. The Course Coordinator should also keep a copy of this report in the course file

Section A: General Information

Program Name Year/Semester

Course Code Course Title

Exam Date Number of Students

Course Coordinator Instructor Name(s)

Reviewer Name

Section B: Evaluation of Exam

Note that: 4= Excellent, 3=Good, 2=Needs Improvement, 1= Deficient

Criteria Comments

. The questions are of adequate standard and are designed well to check the
course learning outcomes (CLOs) appropriately

2. There is a diversity in the exam questions (objective - essay)

. The Exam evaluates different levels of Lower thinking skills - Memorization,
Comprehension and Application skills

. The Exam evaluates different levels of Higher thinking skills - Analysis,
Synthesis and Evaluation skills

. Questions cover most of course topics

. Questions are clear and adequate for students level

. Marks are distributed fairly on questions

5
6
7. Questions are free of spelling or grammatical errors
8
9

. Questions are adequate for exam time

10.Answer of questions are clear and not overlapping with other answers

Section C: Comments

Any other comments

Please ensure that you sign and date below, if sending a hard copy of this report
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Course Resulits Discussion Form

1. Course Information

Course Code-Title

Semester-Year

Section Number

Indicate Other Sections (If any)

Instructor Name

2. Result Summary

Status of Students Number of Students Status of Students Number of Students
Enrolled Examined

Passed Failed

Withdrawal Deprived

3. Distribution of Grades

Grade Lo A+ A B+ B C+ C D+ D

No Ratio

Number

4. Chart of Grades

5. Records of student results (from e-gate)
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6. Committee Comments on the Results

Committee Chairman

Name: .........coooiiiiiiiiii Signature: ... Date: .............

7. Instructor Feedback on the Comments

SIgNAatUre: ... Date: ...

8. Department Council Recommendations

Department Chairman

Name: .......coooiiiiiiii Signature: ... Date: ................

9. College Council Approval

College Dean

Name: .......coooooiiiiiiii Signature: ... Date: ...................
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11- Program related regulations and guides
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12— Postgraduate forms and applications
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13- Contact guide
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